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What is it?

Reasoning about queries and applications to guarantee

correctness

good performance



Important to experts ...

SQL queries>

Expert user Database Server




... but also to the public at large

e Applications built on top of a database

Web sites: FNAC, Amazon, SNCF, Opodo, Facebook,...
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... but also to the public at large

e Applications built on top of a database

Web sites: FNAC, Amazon, SNCF, Opodo, Facebook,...
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... but also to the public at large

e Applications built on top of a database
Web sites: FNAC, Amazon, SNCF, Opodo, Facebook,...
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... but also to the public at large

e Applications built on top of a database

Web sites: FNAC, Amazon, SNCF, Opodo, Facebook,...
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Wide array of bugs

 Mildly annoying: duplicate news items
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A Letter From Kim Jong-un
To The People Of Iowa

JAMUARY 2, 2012
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Trump To Run For President Of North Korea
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Wide array of bugs

 Mildly annoying: duplicate news items
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Wide array of bugs

e Possible reason: a query returns duplicates
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Wide array of bugs

e Irritating: blank web page

e
ADELTA %
SkyMies:# or Email PIN Last Name




Wide array of bugs

e Possible reason: a query returns empty answer




Wide array of bugs

e |rritating: wait forever




Wide array of bugs

e Possible reason: query processing is too slow




Wide array of bugs

e |rritating: fail after long interaction
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Wide array of bugs

Possible reason: poorly designed workflow

RESERVEZ VOTRE BILLET DE TRAIN

Votre demande n'a pu aboutir. Veuillez la renouveler dans quelques instants.
Pour plus d'informations, nos conseillers sont 4 votre dizposition.
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Simplifiez vos réservations. Connectez-vous ou Créez voire compte.
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Wide array of bugs

e Exhilarating/catastrophic:

Faor a full list of Ryanair fees, please click hiere

free ticket!
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Wide array of bugs

e Likely reason: flaw in workflow design

Far a full lixt of Ryanair fees, please click here
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How can static analysis and verification help?

Static analysis
reasoning about queries
Verification
reasoning about workflow



Static analysis

e Query: “reasoning” about data
e Static analysis: “reasoning” about the “reasoner”

program

program

7O\

YES NO




Static analysis

e Self-reference: source of undecidability

program

program

YES NO




Static analysis

e Self-reference: source of undecidability

Well) the truth is that P cannot possibly be,
because if you wrote it and gave it to me,
M, | I could uise it to set up a logical bind

| that would shatter your reason and scramble your mind.

nnnnnnnn

P: does M halton | ?

You can never find general mechanical means

/\ for predicting the acts of computing machines;
it’s something that cannot be done. So we users
YES NO must find our own bugs. Our computers are losers!

Geoffrey K. Pullum, University of Edinburgh




Static analysis

e Self-reference: source of undecidability

|—> P, P Flavor of the paradox

P does P halt on P ? “This sentence is false”

N\

YES NO



Static analysis

e Self-reference: source of undecidability

F P, P Is this really relevant to SQL ?

P: does P halton P ?

N\

YES NO



Static analysis

“Simple”, fundamental question:
Is the answer to Q always empty ?

select title
from Schedule ‘Les Halles’ = ‘Odeon’
where theater = ‘Les Halles’

and theater = ‘Odeon’ ><

Schedule| title theater time




Static analysis

EMPLOYEE
FNAME MINIT LNAME SSN BDATE ADDRESS SEX SALARY SUPERSSN DNO
i
DEPARTMENT
1
DNAME DNUMBER MGRSSN MGRSTARTDATE
DEPT_LOCATIONS
DNUMBER DLOCATION
PROJECT
PNAME PNUMBER PLOCATION DNUM
X 7
ESSN PNO HOURS
DEPENDENT
ESSN DEPENDENT_NAME SEX BDATE RELATIONSHIP




Static analysis

select PROJECT.PNAME, EMPLOYEE.LNAME
from PROJECT, EMPLOYEE, WORKS_ON
where PROJECT.PNUMBER = WORKS_ON.PNO
and WORKS_ON.ESSN = EMPLOYEE.SSN and
not exists
(select * from DEPARTMENT, EMPLOYEE
where PROJECT.DNUM = DNUMBER or MGRSSN = SSN)

Always empty?



Static analysis

Surprise:
The Halting problem can be reduced
to the SQL query emptiness problem!

SAL query Qy,

Machine M

M halts on |
iff
Qy,(DB) # O for some database DB



Static analysis

Surprise:
The Halting problem can be reduced
to the SQL query emptiness problem!

SQL query emptiness is undecidable



Static analysis

Also undecidable:

 Are two queries P and Q equivalent?

e Can Q be simplified (relative to various criteria)
e Does query Q ever return duplicate tuples?

Any non-trivial property!

Is there a class of simpler but useful
SQL queries amenable to static analysis?



Well-behaved case: Conjunctive Queries

select ... from ... where...

conjunction of equalities
on attributes and constants

select theater

from Movie, Schedule

where director = ‘Godard’ and
Movie.title = Schedule.title

Movie| title director actor Schedule| title theater time




Well-behaved case: Conjunctive Queries

e Query emptiness: easy to check

select title

from Schedule ><

where theater = ‘Les Halles’
and theater = ‘Odeon’

‘Les Halles’ = ‘Odeon’



Well-behaved case: Conjunctive Queries

Useful fact: if non-empty, can represent intuitively as a simple
pattern of tuples using variables and constants

Movie

select theater

from Movie, Schedule
where director = ‘Godard’ and
Movie.title = Schedule.title

title director actor

Schedule

title theater time

t Godard

Answer [theater

d

t a

<— Query result



Well-behaved case: Conjunctive Queries

e Unsettling thought: this query is a database!

Can | apply a query to a query ?

Movie| title director actor Schedule| title theater time

t Godard t a

Answer |theater

ImE




Well-behaved case: Conjunctive Queries

e Unsettling thought: this query is a database!

Can | apply a query to a query ?




Well-behaved case: Conjunctive Queries

e Good news: powerful tool for static analysis!



Well-behaved case: Conjunctive Queries

e Query equivalence

P Q

DATABASE




Well-behaved case: Conjunctive Queries

e Query equivalence

P Q

answer —— | answer |




Well-behaved case: Conjunctive Queries

e Query equivalence

P Q

DB —

answer —— I answer I




Well-behaved case: Conjunctive Queries

e Query equivalence
Example: db is a binary relation (graph)

P Q
L— b
~— \Cﬂ

R — vy




Well-behaved case: Conjunctive Queries

e Query equivalence
Example: db is a binary relation (graph)

P Q
ﬂb\\
\\Cﬂ




Well-behaved case: Conjunctive Queries

e Query equivalence
Example: db is a binary relation (graph)

P Q
b
X=>a=>y Xﬂ Ny
\\Cﬂ




Well-behaved case: Conjunctive Queries

 One step further: taking into account constraints

P Q
DB DB
Force = Force 2
| answer ]

DATABASE
constraints X



Well-behaved case: Conjunctive Queries

 One step further: taking into account constraints

P’ Q’
equivalence
test

answer l answer |




Well-behaved case: Conjunctive Queries

e Forcing satisfaction of 2: the Chase

P

DB

Force X

answer



Well-behaved case: Conjunctive Queries

e Forcing satisfaction of 2: the Chase

Movie| title director actor Schedule| title theater time
b Godard b a
C Bardot C a

Answer |theater

IsE

theater — title
title — director

)



Well-behaved case: Conjunctive Queries

e Forcing satisfaction of 2: the Chase

Movie| title director actor Schedule| title theater time
b Godard b a
b Bardot b a

Answer |theater

IsE

¥ theater — title,
title — director



Well-behaved case: Conjunctive Queries

e Forcing satisfaction of 2: the Chase

Movie| title director actor Schedule| title theater time
b Godard b a
b Godard Bardot b a

Answer |theater

IsE

theater — title
title — director

)



Well-behaved case: Conjunctive Queries

e Forcing satisfaction of 2: the Chase

Movie| title director actor Schedule| title theater time

b Godard Bardot b 3

Answer |theater

IsE

theater — title
title — director

)



Well-behaved case: Conjunctive Queries

e How far does the good news go?

 Trouble in paradise: an undecidable question

Implication of CQ inclusion

O O
[HY
[T

Al

implies PcQ

p LP

_U
N

reduction from word problem
for finite monoids




Well-behaved case: Conjunctive Queries

e How far does the good news go?

 Trouble in paradise: an open question

Does the answer to P determine the answer to Q?

answer

answer

Decidability is open!




Summary so far

e SQL: too powerful for decidable static analysis
e Conjunctive queries: simple SQL queries, well behaved

Not enough:
static analysis of complex queries
is essential to performance!



What to do in practical query processing

e Static analysis on simple building blocks

Complex SQL query



What to do in practical query processing

e Static analysis on simple building blocks
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What to do in practical query processing

e Static analysis on simple building blocks
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What to do in practical query processing

e Static analysis on simple building blocks

T
|
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What to do in practical query processing

e Static analysis on simple building blocks

T
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What to do in practical query processing

e Static analysis on simple building blocks

Tt



What to do in practical query processing

e Rewrite rules for simplifying queries

early selection

Tctheater Tctheater
Gdir = Godard X
] <N

s

/\ schedule G gir = Godard

schedule movie _
movie



What to do in practical query processing

e Many other heuristics

More rewrite rules, subquery decorrelation,
common subqueries, view unfolding ...

e Dramatic impact on complex queries

Example [Bill McKenna, ParAccel]:
23 000 lines “monster query”
static analysis improved performance by 95%



Static analysis for XML

Questions: some similar, some new

Different techniques

XML Schema is closely related to tree automata
XQuery is closely related to tree transducers

Techniques for XML:
mix of logic and automata theory

Important twist due to data:
automata on infinite alphabets



Static analysis
reasoning about queries
Verification
reasoning about workflow



Verification of application workflows

 Example: verify that no free tickets can be sold

Far a full list of Ryanair fees, please click here
&oing Qut From Dublin - Cork |
Seloct A Flight
s 221 F ¥ T
@ & Regular Fare  ddut 9.99 EUR ?;;M Py ;;ﬁt; o S_S E:ﬁ:ﬂ @G.—_._n.: o
" « 21 F L
@ ¢ RegularFare  Aduk 9.99 EUR 'sf;,“ ,ln .::_‘? H E_‘,’b: Regular Fare
D © reavrrae  mn 9.99EUR SRS e e
X = o Sat. 21 Fed OF 15120 Cepant AT fiies
A Far -
@ C  feguler Fare ady 14,99 EUR ;:vh"(*r,:¢:5 : f :ﬁ_‘:. 95145
) € resuarrae  adun R L et bl S
Farer 0.00EUR
Taxes | Faes: 0.00EUR
Total Price: 0.00 LUR
{Comi g Back From Cork - Dublin
Select A Flight
@ & feguler Fare Adyht Q.99 EUR f:;,.‘.l :r:l’;:‘f? + ,‘,§ f:,“." @ Coening Back
22 Fab & 145
@  Regular Fare Adult 9,99 EUR 'S-'::&[ BR ;;5;, l;: ;g E:In-:t Regular Fare
. Sun , 22 Fab OF 17103 Dwpan Depart:
@ C Regularfare  Aduht 9.99 EUR it Yr 954c 138 Arrive Cork 10:10
. - Swn , 23 Fab O 133 Dapart
@ € Regolarfare  Adoh 2999 EUR g Fa seas 20123 Arsiva Aomb-rmis:oo
Farai 0.00 EUR
Taxes [ Fean: 0.00 LUK
Total Prica: O.00IUR
Select Your Flights and Continue e :
i the fighis you require are shown abeve, select them and dick on “Sclect and Conteue” to SELECT AND CONTINUE
proceed.




Automatic verification problem

Specification Property

YES NO, counterexample



cation workflows

Verification of appl

For a full list of Ryanair fees, please click here

Select A Flight

Sat . 21 Feab 05 C8:35 Cwpart
@ & Reguisr Fare Aduk 9.99 EUR FRaht FR 3843 03143 Arrive @ Gemg Ot
ETY;
@ C Regulsr Fara  Adule 9.99 EUR f‘l ‘I’t ,‘n ;g_-? :;':g ?:,;:'.ﬂ Regular Fare

2 Sat , 21 Fab 09 14000 Cagant Depart:
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Verification of application workflows

High-level specification: First-Order logic (FO) control

input

FO CONTROL

output
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High-level specification: FO control

FO CONTROL




Verification of application workflows

High-level specification: FO control

RUN

input input

é

output output




Verification of application workflows

Specifying properties

always ( ticket-delivered -2 previously (ticket-paid))

ticket-delivered

iy




Verification of application workflows

Specifying properties

VX always ( ticket-delivered -2 previously (ticket-paid))

! l

deliver(x) dy (pay(x,y) A price(x,y))

! } |

output input DB



Verification of application workflows

Specifying properties

always ( ticket-delivered -2 previously (ticket-paid))

l

Language for properties: FO + temporal operators



Formal verification problem

Specification Property

YES NO, counterexample

Techniques:
mix of logic and automata theory



Variant for AXML

AXML system Property

YES NO, counterexample



Variant for AXML

Y X always ( ticket-delivered -> previously (ticket-paid))
v  /
@ Ticket-Center @_ Ticket-Center

Ticket

Ticket
Number Delivered Numb

X
X Y X Y

Payment




Variant for AXML

AXML system Property

YES NO, counterexample

Good news, again: can automatically
verify significant classes of applications



Conclusions

Static analysis and verification in databases:

e Practically essential, intellectually challenging

e Run against fundamental limitations of computing

e Deep mathematics, elegant mix of logic and automata theory
e This talk: limited overview of some basic questions and ideas

e Just the tip of the iceberg:

Many more static analysis and verification problems

Wide array of techniques to deal with limitations:
sophisticated heuristics, approximation, abstraction



Work on verification

UC San Diego:
Alin Deutsch & DB team
INRIA & ENS Cachan:
Serge Abiteboul and Luc Segoufin



Thank you!
Merci!
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