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Embedded Systems 

Collegè de France, Mars 30, 2016 Kim Larsen [2] 

Embedded  
Systems 

Networked 
ES 

Cyber-Physical 
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Big Data 



ES are often Safety Critical 

Collegè de France, Mars 30, 2016 Kim Larsen [3] 

300 horse power 
100 processors 

How to achieve ES that are: 
•   correct 
•   predicable 
•   fault tolerant 
•   timing constraints 
•   ressource minimal 
•   cheap 

 .. 



Model-Driven Development 
§  High-level designs 
§  Early design-space 

exploration 
§  Early error-detection 
§  Efficient code 

generation 
§  Automatization of 

testing. 
§  Verification & 

synthesis. 
§  Reduced time-to-

market. 
§  Outsourcing 
§  Reuse and 

reconfiguration. 
Kim G. Larsen 4 Collegè de France, Mars 30, 2016 



MBAT:  
Model-Based Analysis & Test 
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20 8 Sept. 2010© MBAT Consortium

Model Based Analysis & Test / ARTEMIS Project (Nov 1, 2011)

MBAT will provide Europe with a new leading-edge Reference Technology 
Platform for effective and cost-reducing Validation and Verification of 

Embedded Systems

MBAT will enable the production of high-quality and short-time-to-market 
transportation products at reduced development costs



Collegè de France, Mars 30, 2016 6 

Model 

void HandleError(unsigned char ccArg) 
{ 
  printf("Error code %c detected, exiting application.\n", ccArg); 
  exit(ccArg); 
} 
 
 
/* In d-241 we only use the OS_Wait call. It is used to simulate a 
 * system. It purpose is to generate events. How this is done is up to 
 * you. 
 */ 
void OS_Wait(void) 
{ 
  /*  Ignore the parameters; just retrieve events from the keyboard and 
   *  put them into the queue. When EVENT_UNDEFINED is read from the 
   *  keyboard, return to the calling process. */ 
  SEM_EVENT_TYPE event; 
  int num; 
 

Code 

Running System 

Req 
Φ Φ Φ Φ 

Model-Driven Development 
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Code 
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Req 
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Testing 

Φ Φ Φ 

Characteristics: 
 System-based 
 Very rich properties 
 (Under) approximate 
 Scalable 
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Model 
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} 
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 */ 
void OS_Wait(void) 
{ 
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Code 

Running System 

Req 
Φ Φ Φ Φ 

Model Checking 

Characteristics: 
 Automata-based 
 Rich class of properties 
 Exact Analysis 
 State-space Explosion 



Model Checking 

 

TOOL 
 

System Description 

Requirement 
Yes  

   Prototypes 
   Executable Code 
   Test sequences 

No! 
Debugging Information 

A[]( req => A<> grant) 
A[]( req => A<>t<30ms grant) 

 
A[]( req => A<>t<30ms , p>0.90 grant) 
A[]( req => A<>t<30ms,c<5pJ grant) 

 

QUANTITATIVE 
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Time Cost Probability 

Jens Alsted / Kim 
Larsen [9] 



UPPAAL Tool Suite  

Editor 

Simulator 

Kim Larsen [10] Collegè de France, Mars 30, 2016 

Verifier Performance  
Analyses 

Discrete Control 
Concurrency 

Timing Constraints 
Resources 

Continuous Aspects 
Stochasticity 
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§  Gerd Behrmann (DK) 
§  Alexandre David (F/DK) 
§  Marius Mikucionis (DK) 
§  Jakob I Rasmussen (DK) 
§  Emmanuel Fleury (F) 
§  Didier Lime (F) 
§  Franck Cassez (F) 
§  Peter Gjøl Jensen (DK) 
§  Brian Nielsen, Arne 

Skou, Frits Vandrager, 
Pedro D’Argenio,.. 

§  Wang Yi (S) 
§  Paul Pettersson (S) 
§  Johan Bengtson (S) 
§  Fredrik Larsson (S) 
§  Patricia Bouyer (F) 
§  Nicolas Markey (F) 
§  Jakob H Taankvist (DK) 
§  Axel Legay (B) 
§  Danny B Poulsen (DK) 
 
Originators Chief Eng Abstractions / Cost 

Synthesis Probabilities Users 
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Verification Options 

§  State Space Reduction 
§  None 
§  Conservative 
§  Aggressive 
§  Extreme 

§  State Space Representation 
§  DBM 
§  Compact Form 
§  Under Approximation 
§  Over Approximation 

§  Diagnostic Trace 
§  Extrapolation 

§  Automatic 
§  None 
§  Difference 
§  Local 
§  Lower/Upper 

§  Search Order 
§  Depth First 
§  Breadth Frist 
§  Random Depth First 

Collegè de France, Mars 30, 2016 Kim Larsen [14] 



State Space Reduction  
(to Store or not to Store) 

Philips Audio 
Protocol 

117 statestotal 
 > 

81 statesentrypoint 
  > 

9 states 

Time OH 
less than 10% 

Collegè de France, Mars 30, 2016 Kim Larsen [15] 
[Behrmann, L, Pelanek, 2003] 



The ”secret” of UPPAAL 

Collegè de France, Mars 30, 2016 Kim Larsen [16] 



Zones & DBMs 
THE ”secret” UPPAAL 

Collegè de France, Mars 30, 2016 Kim Larsen [17] 

§  DBM package 
 
§  Minimal Constraint 

Form  
   [RTSS97] 

§  Clock Difference 
Diagrams  
   [CAV99] 

 
§  PW List  

   [SPIN03] 
 

x1 x2 
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Forward Zone Exploration 

TERMINATION 
not  

garanteed 

Need for 
Finite 

Abstractions 

Collegè de France, Mars 30, 2016 Kim Larsen [18] 



Zone Extrapolation 

§  Abstraction taking maximum constant 
    into account necessary for termination 

§  Utilization of distinction between  
                    lower and upper bounds 

§  Utilization of location-dependency 

[Behrmann, Bouyer, Fleury, L, Pelanek, 2003, 2004] 
Collegè de France, Mars 30, 2016 Kim Larsen [19] 



Zone Extrapolation 

Classical Loc. dep. Max Loc. dep. LU Convex Hull 

Collegè de France, Mars 30, 2016 Kim Larsen [20] 



•  Real-time protocols 
•  Real-time controllers 
•  Scheduling 
•  Schedulability analysis 
•  WCET analysis 
•  Testing 
•  …. 



Bang & Olufsen IR-Link 
§  Bug known to exist for 

10 years  
§  Ill-described:                                                                                     

 2.800 lines of 
assembler code + 3 
flowchart + 1 B&O eng. 

§  3 months for modeling. 
§  UPPAAL detects error 

with 1.998 transition 
steps (shortest)  

§  Error trace was 
confirmed in B&O 
laboratory. 

§  Error corrected and 
verified in UPPAAL. 

Arne Skou, Klaus Havelund 

1st RTSS’97 talk, Klaus Havelund 
Collegè de France, Mars 30, 2016 Kim G. Larsen 22 
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Reliable	s ys tems 	&	Uppaal Arne	S kou 37March	25,	1999

Message

Collision

Radio Silence

Jam

1562 ms 1562 ms
2*i*1562 ms

M::=T5{T1,T2,T3}>=15T4

M1

M2

M

50.000 ms

50.000 ms

Sampling:
each 781 ms

Collegè de France, Mars 30, 2016 Kim G. Larsen 23 



Bang & Olufsen IR-Link 

Collegè de France, Mars 30, 2016 Kim G. Larsen 24 



Philips Bounded  
 Retransmission Protocol 

Pedro D’Argenio 
Joost-Pieter Katoen 

Theo Ruys 
Jan Tretmans 

 
 

Collegè de France, Mars 30, 2016 Kim Larsen [25] 



Philips Bounded  
 Retransmission Protocol 
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FlexRay 
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Fault-tolerance 
Timed hardware model 
Parameterized error models 

 (glitches, jitter) 
Voting & bit-clock alignment  

BMW, Bosch, Daimler, Freescale, 
General Motors, NXP 
Semiconductors, and 
Volkswagen 

transmission 
of message  
byte 

[Gerke, Ehlers, Finkbeiner, Peters, 2010] 



Fault-tolerance 
Timed hardware model 
Parameterized error models 

 (glitches, jitter) 
Voting & bit-clock alignment  

FlexRay 
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BMW, Bosch, Daimler, Freescale, 
General Motors, NXP 
Semiconductors, and 
Volkswagen 

[Gerke, Ehlers, Finkbeiner, Peters, 2010] 



(Wireless) Protocols in UPPAAL 
§  Bang & Olufsen IR Link 
§  Philips Audio Protocol  
§  Collision-Avoidance Protocol  
§  Bounded Retransmission Protocol 
§  TDMA Protocol 
§  Multimedia Streams 
§  ATM ABR Protocol  
§  Lamport’s Leader Election Protocol  
§  ABB Fieldbus Protocol 
§  IEEE 1394 Firewire Root Contention  
§  Bluetooth Protocol  
§  Distributed Agreement Protocol 
§  FlexRay  
§  CHESS MAC Protocol 
§  Proprietary WSN, Other Big Danish Company  

Collegè de France, Mars 30, 2016 Kim Larsen [29] 
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MECEL AB  
Gear Controller Lindahl, Pettersson, Yi 1998 

Vo
lv

o 
S

aa
b 

Network  
Canbus 

GearBox Engine 

Interface 

Clutch GearControl 

Flowgraph 

Paul Pettersson 
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Scheduling 



Embedded Systems 

Tasks: 
Computation times 
Deadlines 
Dependencies 
Arrival patterns 
uncertainties 

Resources 
Execution platform 
PE, Memory 
Networks 
Drivers 
uncertainties 

Scheduling Principles (OS) 
EDF, FPS, RMS, DVS, .. 

Kim Larsen [33] Collegè de France, Mars 30, 2016 



Ressource & Task 

Collegè de France, Mars 30, 2016 

Resource Task 

Shared variable 

Synchronization 

Semantics: 
 ( Idle , Init , B=0, x=0) 
  d(3.1415) à ( Idle , Init , B=0 , x=3.1415 )    
  use           à ( InUse , Using , B=6, x=0 )   
  d(6)          à ( InUse , Using , B=6, x=6 )   
  done         à ( Idle , Done , B=6 , x=6 )   

Kim Larsen [34] 



Optimal Scheduling – TIME 
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+ 

* 

+ * 

+ 

* 
3ps * 
2ps +

7ps * 
5ps +
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P1 
P2 

5 10 15 20 25 

2 

3 

6 

4 

5 

1 

1 
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4 

Compute   :  
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B C D 

C 

D 

4 
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Optimal Scheduling – TIME 
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Optimal Scheduling – TIME 
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E<> (Task1.End and … and Task6.End) 
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Experimental Results 
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Abdeddaïm, Kerbaa, Maler 

Symbolic A* 
Branch-&-Bound 

60 sec 

Kim Larsen [39] 



Task Graph Scheduling – Revisited 
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Task Graph Scheduling – Revisited 
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Task Graph Scheduling – Revisited 
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Energy Aware Scheduling of  
  Finite Impulse Response filters 
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[ Koch, Wognsen 15 ] 



Energy Aware Scheduling of  
  Finite Impulse Response filters 
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[ Koch, Wognsen 15 ] 

Altera Cyclone IV 
 FPGA 



Schedulability Analysis 

?? 



Task Scheduling 
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T2 is running 
{ T4 , T1 , T3 } ready 
ordered according to some 
given priority: 
(e.g. Fixed Priority, Earliest Deadline,..) 

T1 

T2 

Tn 

Scheduler 
 
 
 

2 1 4 3 

ready 
done 

stop 
run 

P(i), [E(i), L(i)], .. : period or  
                          earliest/latest arrival or ..  for Ti 
C(i): execution time for Ti 
D(i): deadline for Ti 
 

utilization of CPU 

Jens Alsted / Kim 
Larsen [46] 



Classical Scheduling Theory 
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QuasimodoClassical WCRT Analysis

§ “Classical” scheduling analysis technique
§ For all tasks i:  WCRTi≤ Deadlinei

§ Ci Worst-Case Execution Time
§ Bi Blocking time by lower-pri tasks (shared resources)
§ hp(i) tasks with higher priority than i

Quasimodo Workshop, Eindhoven, Nov 6, 2009 Page 21

ü  Simple 
–  conservative 
–  Limited settings 
–  Single CPU 
 
  

Kim Larsen [47] 



Modeling Task 
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T1 

T2 

Tn 

Scheduler 
 

 
 

2 1 4 3 

ready 
done 

stop 
run 
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Modeling Scheduler 

Collegè de France, Mars 30, 2016 

T1 

T2 

Tn 

Scheduler 
 

 
 

2 1 4 3 

ready 
done 

stop 
run 
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Modeling Queue 
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T1 

T2 

Tn 

Scheduler 
 

 
 

2 1 4 3 

ready 
done 

stop 
run 

In UPPAAL 4.0 
User Defined Function 

…… 

Kim Larsen [50] 



Preemption – Stopwatches! 
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Task 

Scheduler 

•  SWA are undecidable 
•  SWA are as expressive as LHS 
•  SWA allows for over-

approximate analysis using 
zones! 

Kim Larsen [51] 



Handling real applications? 

§  Tasks: 114 
§  Deadlines: [0.02: 0.5] sec 
§  Execution: [52 : 266.687] cycles 
§  Platform: 6 processors, 25 MHz, 

1 bus 
§  Verified by UPPAAL in 1 hours! 

Kim G. Larsen 
[52] 

Collegè de France, Mars 30, 2016 

Jan Madsen, Michael R Hansen, Eske Brekling 



Timed Automata for a task 

Collegè de France, Mars 30, 2016 Jens Alsted / Kim 
Larsen [53] 



TERMA A/S (2011)  
Herschel-Planck Scientific Mission at ESA 

Collegè de France, Mars 30, 2016 
Kim Larsen [54] 

Attitude and Orbit Control Software 
TERMA A/S Steen Ulrik Palm, Jan Storbank Pedersen, Poul Hougaard 



TERMA A/S (2011)  
Herschel-Planck Scientific Mission at ESA 

§  Application software (ASW)  
§  built and tested by Terma: 
§  does attitude and orbit control, tele-

commanding, fault detection isolation and 
recovery. 

§  Basic software (BSW)   
§  low level communication and scheduling 

periodic events. 
§  Real-time operating system (RTEMS) 

§  Priority Ceiling for ASW,  
§  Priority Inheritance for BSW 

§  Hardware 
§  single processor, a few communication 

buses, sensors and actuators. 

Kim Larsen [55] Collegè de France, Mars 30, 2016 

Requirements: 
Software tasks should be schedulable. 
CPU utilization should not exceed 50% load 



TERMA A/S (2011)  
Herschel-Planck Scientific Mission at ESA 

Collegè de France, Mars 30, 2016 Kim Larsen [56] 

UPPAAL 4.1 Framework 
ISoLA 2010 



TERMA A/S (2011)  
Herschel-Planck Scientific Mission at ESA 

Collegè de France, Mars 30, 2016 Page 57 

Marius Micusionis 



TERMA A/S (2011)  
Herschel-Planck Scientific Mission at ESA 

CONCLUSION 
§  Schedulability framework made available in 

UPPAAL 
§  Provides more exact analysis than classical 

methods  
§  Depending on WCET information the task set is 

schedulable or not. 
§  Performance:  

§  1-2 minutes: BCET=WCET or BCET/WCET < 0.5 
§  1 hour:  0.5 < BCET/WCET < 0.8 

Collegè de France, Mars 30, 2016 Page 58 



Testing 



Model-Based Testing 
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Test	gen	

IUT	

Ad
ap
te
r	 input	

output	

“input”	

“output”	

Test	suite	

model	

Execu9on	
and	

evalua9on	

verdict	



Yggdrasil (offline)  
MBAT Daimler Case (2014) 

Collegè de France, Mars 30, 2016 Kim Larsen [61] 

GOAL: 

Cover all aspecs  

(locations, transitions, …) 
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GOAL: 

Cover all aspecs  

(locations, transitions, …) 



Test Code & Output 
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Test Code & Output 
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Yggdrasil Industrial Use 
§  Novo Nordisk 

§  Reduction in time for  
testing a module 30 days 
30 days à 2 days   

§  Skov A/S 
§  TK Validate 

§  Ambitios business plan 
 
§  Evaluation at 

§  Daimler 
§  Infinion  Austria 
§  EADS 
§  Bombardier 

§  Cov. Inc 40% 
§  Reduced test time  

  20% (80% for unit test) 
Collegè de France, Mars 30, 2016 Kim Larsen [65] 



Conclusion 

§  UPPAAL has been applied extensively to 
§  verification, debugging, optimization and testing 

of industrial real-time systems. 
§  UPPAAL is used world-wide in academia 
§  Extensions: 

§  UPPAAL CORA  
(priced TA à optimization) 

§  UPPAAL TIGA  
(timed games à synthesis) 

§  UPPAAL SMC  
(stochastic TA à performance evaluation) 

Collegè de France, Mars 30, 2016 Kim Larsen [66] 
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And many many more !!! 



www.uppaal.{org,com} 
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