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Embedded Systems

@ Vector [eformatik Greih

Embedded Networked
Systems ES

Cyber-Physical
Cloud Computing Systems
Big Data
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ES are often Safety Critical

300 horse power
100 processors

How to achieve ES that are:

 correct

« predicable

« fault tolerant
 timing constraints
e ressource minimal
« cheap
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Model-Driven Development
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MBAT:
Model-Based Analysis & Test
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Model-Driven Development

Ele Edt Yew Tods Qptions telp

M d I BsE aae 5@
Edtor | Smulator | yerfier

o9 o—;]\ 9 »

& . iv P = I » I »
o . ¥ .

Train(4) Train(5) Gate

0 9 “ Q- N

LRl AR EE
. .

void HandleError (unsigned char ccArg)
{
exiting application.\n",

printf ("Error code %c detected, ccArgqg) ;

exit (ccArqg);

/* In d-241 we only use the 0S Wait call. It is used to simulate a

< Ode * system. It purpose is to generate events. How this is done is up to
*
you.

*/
void OS Wait (void)
{
/* Ignore the parameters; Jjust retrieve events from the keyboard and
* put them into the queue. When EVENT UNDEFINED is read from the
* keyboard, return to the calling process. */

SEM_EVENT TYPE event;
int num;

b Req

U

Running System
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Testing

Model

void HandleError (unsigned char ccArg)

{

printf ("Error code %$c detected, exiting application.\n",
exit (ccArqg);

}

ccArgqg) ;

/* In d-241 we only use the 0S Wait call. It is used to simulate a
< Ode * system. It purpose is to generate events. How this is done is up to
*

you.

*/

Characteristics:
System-based s 57 e T e
Very rich properties
(Under) approximate
Scalable

Collegé de France, Mars 30, 2016
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Model Checking

Model

Model Checking

void HandleError (unsigned char ccArg)

{
printf ("Error code %c detected, exiting application.\n", ccArg);
exit (ccArqg);

}

/* In d-241 we only use the OS Wait call. It is used to simulate

1 a
C:‘- = . - ST e is up to

Characteristics:

Automata-based

from the

Rich class of properties
Exact Analysis _
State-space Explosion Running System
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Liuppaal4.0.6/demarn... [ [BKI

TINE :
QUANTITA Model Checking

3RS Probability
. No!
System D&C”Ptlon Debugging Information
f. \ Yes
Requirement Prototypes

Executable Code

A[]( req => A<> grant) Test sequences

A[]( req => A<>t<30ms grant)
A[]( req => A<>t<30ms,c<5pJ grant)
A[]( req => A<>t<30ms , p>0.90 grant)
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Analyses

inerum, matram,

ENERCICG
un diraton b tme

Runs: 738 In total, 738 Gsplayed, 0 remai

Probabilty sums: 1 displayed, 0 remaini

Minimum, max go: 10.1598,

Collegé de France, Mars 30, 2016
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Making a TOOL

Gerd Behrmann (DK) Wang Yi (S)

Alexandre David (F/DK) Paul Pettersson (S)
Marius Mikucionis (DK) = Johan Bengtson (S)
Jakob | Rasmussen (DK) » Fredrik Larsson (S)

= Emmanuel Fleury (F) = Patricia Bouyer (F)

= Didier Lime (F) = Nicolas Markey (F)

= Franck Cassez (F) = Jakob H Taankvist (DK)

= Peter Gjol Jensen (DK) = Axel Legay (B)

= Brian Nielsen, Arne = Danny B Poulsen (DK)
Skou, Frits Vandrager,
Pedro D’Argenio,..
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Making the Tool RIGHT
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Making the RIGHT Tool
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Verification Options

4 train-gate.xml - UPPAAL

File Edit View Tools Options Help

State Space Reduction
= None
= Conservative

= Search Order P AN\
o - i State Space Reduction ] / 4
Editor Simulator Coi  State Space Representation |®* DBM
Diagnostic Trace I Compact Data Structure
Overview Extrapolation IZ'  Under Approximation
Hash table size IZ Over Approximation
E<> Gate.Occ ¥  Reuse

E<> Train(0) .Crd¥ Parametric comparisons
E<> Train(l).CrdJ Modest
E<> Train(0) .Crq Statistical parameters
E<> Train(0) .Cross and (forall (i : id t) i != 0 imply Train(i) .Stop)
A[] forall (i : id t) forall (3 :
A[] Gate.list[N] == 0

id t) Train(i) .Cross && Train(j) .Cross

Train(0) .Appr —--> Train(0) .Cross
Train(l) .Appr —--> Train(l) .Cross

Train(2) . Avnr ——=> Train(2) .Cross

Query

= Search Order
= Depth First
= Breadth Frist
= Random Depth First

College de France, Mars 30, 2016

= Aggressive

Extreme

State Space Representation

= DBM
= Compact Form
= Under Approximation

Over Approximation

Diagnostic Trace
Extrapolation

=  Automatic
= None
= Difference
= Local

Lower/Upper
Kim Larsen [14]



State Space Reduction
(to Store or not to Store)

117 states, ., :
> )
81 Statesentrypoint p:
> ///f#“’fﬂfﬂgd—__:;__—__F_q) D
L -
“ ‘o

Time OH
less than 10%

Catatabatiad

9 states y :
7

Philips Audio
Protocol

[Behrmann, L, Pelanek, 2003]
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The "secret” of UPPAAL

st C:\Users\kgl\Desktop\DESKTOP12\UPPAAL\UPPAAL examples\LCCC2013\SMC\TrainGateCPS14.xml - UPPAAL E@‘ﬂ
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Train(5).x - Train(0).x € [17,40]
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Zones & DBMs
THE "secret” UPPAAL

= DBM package

= Minimal Constraint
Form
[RTSS97]

= Clock Difference

Diagrams v 2t T\ ]
[CAV99] S e
3 S
. s%{g%‘s &8
Nz 1,4]
. 1 [1,3] /f2.4]
= PW List 123456 )
[SPINO3] True

Collegé de France, Mars 30, 2016 Kim Larsen [17]



Forward Zone Exploration

y =0, TERMINATION
€T = 0 not
r>1Ay=1 garanteed
= ()
(y <1)
y A
R S

Need for

Finite
Abstractions

Collegé de France, Mars 30, 2016 Kim Larsen [18]



Zone Extrapolation

y=1
Yy
-
(£ )
> 10 r < 1()6

.'/-»_—
( £1 ) Lo
N/

= Abstraction taking maximum constant

< R <14 ) ..
Tz (z = 14) into account necessary for termination
y > B, = Utilization of distinction between
v =" z:=y+1
r:=0 lower and upper bounds
=0 (z < 14) = Utilization of location-dependency

[Behrmann, Bouyer, Fleury, L, Pelanek, 2003, 2004]
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Classical Loc. dep. Max Loc. dep. LU Convex Hull
-nl -n2 -n3 -A

Model Time States Mem | Time States Mem | Time States Mem | Time States Mem
5 4.02 82,685 5 0.24 16,980 3 0.03 2,870 3 0.03 3,650 3
16 507.04 1,489,230 49 6.67 158,220 7 0.11 11,484 31 0.10 14,658 3
7 352.67 1,620,542 46 047 44,142 3| 045 56,252 5
8 2.11 164,528 6 2.08 208,744 12
19 8.76 508,662 19 911 754,074 39
10 37.26 2,136,980 68 | 39.13 2,676,150 143
11 15244 7,510,382 268

ch 0.55 27,174 3 0.14 10,569 3 0.02 2,027 3 0.03 1,651 3
cb 19.39 287,109 11 3.63 87,977 5 0.10 6,296 3| 0.06 4,986 3
c7 195.35 813,924 29 0.28 18,205 3 022 14,101 4
c8 0.98 50,058 5| 0.66 38,060 7
c9 2.90 132,623 12| 1.89 00,215 17
c10 842 341,452 20 | 548 251,758 49
cll 2413 850,265 76 | 15.66 625,225 138
cl2 68.20 2,122,286 202 | 43.10 1,525,536 304
bus 102.28 6,727,443 303 | 66.54 4,620,666 254 | 62.01 4,317,920 246 | 45.08 3,826,742 324
philips 0.16 12,823 3 0.00 6,763 3 0.09 6,599 31 007 5,002 3
sched 17.01 020,726 76 | 15.00 700,917 58 | 12.85 619,351 52 | 5541 3,636,676 427

Collegé de France, Mars 30, 2016
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* Real-time protocols

* Real-time controllers
« Scheduling

« Schedulability analysis
« WCET analysis

« Testing
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Bang & Olufsen IR-Link

Arne Skou, Klaus Havelundv v

= Bug known to exist for

10 years | it
= Ill-described: B b
2.800 lines of ; .

assembler code + 3
flowchart + 1 B&O eng.

= 3 months for modeling.

= UPPAAL detects error
with 1.998 transition
steps (shortest)

= Error trace was
confirmed in B&O

laboratory. |! l
= Error corrected and v

verified in UPPAAL.

)
N |

Beolink

Collegé de France, Mars 30, 2016 Kim G. Larsen 22



Bang & Olufsen IR-Link

= Bug known to exist for Message
10 years M::=T5{T1,T2,T3}>=I5T4
= |ll-described: Collision
2.800 lines of
assembler code + 3
flowchart + 1 B&O eng. Radio Silence
= 3 months for modeling. Jam

= UPPAAL detects error
with 1.998 transition
steps (shortest)

= Error trace was
confirmed in B&O
laboratory.

= Error corrected and
verified in UPPAAL.

f i uk
1st RTSS'97 talk, Klaus Havelund
Collegé de France, Mars 30, 2016 Kim G. Larsen 23



Bang & Olufsen IR-Link

Sender_A

Detector_A

Z check?
ATres := 0

A observe!

c:calc_res

Collegé de France, Mars 30, 2016
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Philips Bounded
Retransmission Protocol

Pedro D’Argenio
Joost-Pieter Katoen
Theo Ruys
Jan Tretmans

should tell you that I am gquite dissappointed with this new

release of Uppaal ;). It With this
new releas I coculd veriiy ev ng in a cou () uces,
including a couple of properties that where impossible before!!!

Moresover, I was playing with the simulator and I found a silly
deadlock in the specification.

I found this new Uppaal & qQuite huge leap from the previous version.
As a user, I have had a really good first impression. I will
compile a list of comments for tomorrow afternoon.

Regards,

Collegé de France, Mars 30, 2016 Kim Larsen [25]



Philips Bounded
Retransmission Protocol

Sender i==n .
bN:=1 x=TI
Sin? rc:=0 i:c' MAX
Lﬁ=1 next frame E’\"ﬂi[ _FTR =0
: = C— X<= b
idle ‘(‘1=' (x<=0) F ~ ) rce;=retl
X: > ! >
c:ntest
i==n x:=0
x==SYNC Sout_I OK! ab:=-1*ab:1
ab:= ANV
SUCCess
(x==0) K L
start
start
S0mu= w07 us=TD w=0, us=TD
D ==y bI—0\N—1\ab—1 | bi—- :\bN:L ab—0
| ’ \ Gl Gl
?b-1:=0-_ fbN-=0\rab-=0 \01:=0, \llrbN:=1, lab:=1 rbl:=1_1bN:=1, rab:=0
=0, u<:=‘TD >0, u<=TD >0, u<=TD
u=0 i bl==0, bN==0, ab==1  |bl==1, bN==0, ab==0 |bl==1, bN==1, ab==1 >0
u<=TD Gl Gl Gl V=0 V2 TD
. . . o rb1:=0, tbN:=0, rab:=1 rbl:=1, 1bN:=0,jrab=0 [ rbl:=1, rbN:=1, rab:=1 v<=TD B!
Receiver Q7 first_safe_frame | :
z:=0 (W<=0) u>0, u<=TD
new_file w:=0 bi==1|bN==0,[ab==1
> G! G! }
rb1:=0. tbN-=1_rab=0 [ rbl:=1{ rbN:=0/rab:=1
rab==0 rab==1
z==TR z==TR exp_ab:=0 exp_abi= in transit n_transit
Rout 1 NOK! TON==1 @==TD o=
o z=TR
G?
w:=0 rab==1 c:report
exp_ab——1
frame received
Gw=0)

rab==1
exp_ab==0
A_\

rbN==0

Iy Rout I OK!
Rout I FST! Rout_I_INC!

Al
exp_ab:=-1*exp_ab+l
z:=0

frame reported
(w==0)

Collegé de France, Mars 30, 2016 Kim Larsen [26]




FlexRay Ray'

BMW, Bosch, Daimler, Freescale, SenderCLI?

samplecounter = 8§ A hufferi.ndexo{ i
samplecounter = 1, savedTr := (0,
Tx := 0, savedindex := bufferindex 4 1,
General Motors, NXP I = 0, savedi
. s et
Semiconductors, and SenderCLK?
samplecounter = 8 A huffer:.nd.e:l-r’ T
samplecounter = 1, savedTx :=
VOIkswagen Tx := 1, savedindex := bufferindex + 1,
b‘uiferlndu-l—-l—
i ™
SenderCLKT
samplecounter = 8 A huffm[']l‘_ndex = 7
1 14 =1, Tx :=
Fault-tolerance butferindes 14
-
. 5 5 H 7 . r
Timed hardware model cemplscomter < § | SenderCLK? .
. SenderCLK? sanpleccnmter-l-ﬂ-l- Eampiecau.uter iSIfﬁ.TEuFieandex =
Parameterized error models sanplecounter = § burferinerid
erindex = 7 ~
H H ., samplecounter := 1, Tx := 0 SendBi - y
(glitches, jitter) (FES]D;%)\
Voting & bit-clock alignment
s I I ° -
§ - I I
a leap ahead in FIexRay A g < g i
" o o m e e
b.-.qu | o | I A e . Il
TR trgsnl Epgen| [2EE 0 HEst
Mg JEH N SEzuw| |DE53E SEEL]
B Ugz-g UZg-z e od 5 2BT
M e E80 uE R NELEE 15ad
S CEEEEANNE-EE L WO R At
TR g il : E
S HEH AN TEEH R L
SenderCLEKT i i
8B austriamicrosystems sanplecounter — 8 transmission
= e s e (from FSS) samplecounter := 1, Tx := 0 of message
BSShig BSSlow
SenderCLK T SenderCLEK? byte
samplecounter <= & samplecounter = 5
Eamplecnunt.er-lf-l- EamplecomtEI$+

College de France, Mars 30, 2016 [Gerke, Ehlers, Finkbeiner, Peters, 2010] Kim Larsen [27]



FlexRay

BMW, Bosch, Daimler, Freescale,
General Motors, NXP
Semiconductors, and
Volkswagen

(a) Standard parameter values.

TN

y

(b) Changed parameter values.

Parameter|Value|Corresponds to

Changed parameter

Tolerable glitches

CYCLE 10000| g7 = 12.5ns| |PMAX — PMIN < 6086 |1 out of 4
DEVIATION|30 +0.15 % PMAX — PMIN < 6086 at most 2
SETUP 368  |460 ps PMAX — PMIN < 9616 at most 1
HOLD 1160 |1450 ps DEVIATION < 92 1 out of 4
PMIN 12 15 ps DEVIATION < 92 at most 2
PMAX 1160 |1450 ps DEVIATION < 218 at most 1
ERRDIST |4 1 out of 5 DEVIATION < 348 none
Voting window size = 3|1 out of 3
Voting window size = 5|1 out of 4
Voting window size = 7|1 out of 5
Voting window size = 9{1 out of 6

Collegé de France, Mars 30, 2016 [Gerke, Ehlers, Finkbeiner, Peters, 2010]

Kim Larsen [28]



(Wireless) Protocols in UPPAAL

Bang & Olufsen IR Link

Philips Audio Protocol
Collision-Avoidance Protocol
Bounded Retransmission Protocol

= TDMA Protocol

= Multimedia Streams

= ATM ABR Protocol

= Lamport’s Leader Election Protocol
= ABB Fieldbus Protocol

= |EEE 1394 Firewire Root Contention
= Bluetooth Protocol

= Distributed Agreement Protocol

= FlexRay

= CHESS MAC Protocol

= Proprietary WSN, Other Big Danish Company

Collegé de France, Mars 30, 2016

Kim Larsen [29]



MECEL AB

Gear Controller

Lindahl, Pettersson, Yi 1998

GearControl Engine
P:zw - e ReqZeroT orque? ETimer=0 UseCase=0
eqhewbeary
L SysTimer=0 DecTorque
FromGear<=0 (@) o ETimer<=400
FromGear>0 R = Timer==50
- GCTimer>=250 -
: ~° OpenClutch! ~ r ? IMers=
ReqZeroTorque! ReqTorque ET 400
GCTimer=0 GCTimer=0 ClutchIsOpen? ! e 1
CheckTorque e B Clutch Open2 ToGear>0 UseCirm=
GCTimer<=255 - CTimer<=2
GCTimer<2s G CTimer 150 ETimer=0 L ClutchOpen ETimer>=150
TorqueZera? : . ToGear==0
. Featiouts ReqNeu! ClutchClose Intial
eqNeuGear OpenEror GCTimer=0 [ S
Reqheu! - . - . ReqTorque? ETimer<=900
- CTimer>200 ai CTimer>200 an
Q(jc“mro GCTimer<=250 G CTimer<=250 ETimer==240 ReqSpe
am) .
eckGearhleu GNeuError ed(_Geartieﬂu2
GCTimer<=250 CTimer<=250 UseC ases] TorqueZero!
GearNeu?
GCTimer>150 and ETimer<500 ETimer==£00
GCTimer<=200
ToGear<=| L gS)ncOS:eed
oGear>
Reqspesd!  GeTimen=1a - ETimer>=50 ToGea>0
GCTimer=0 Open Clutch! Clutchls Open? |
Q . SpeedSet! ReqSpeed?
CheckSync Speed  GCTImer=0 =CheckClutch CutchOpen Speed -
GCTimer<=155 G CTimer<=200 ; i imer=
CTimer< imer< - ETimer<=500 ETimer=0 FindSpeed ETimer=0 Zero
GCTimer<150 .
iy ReqSet! ETimer<=200
SpeedSet?
GCTimer=0 ¢
e ETimer==500
.ReqSeaGear ReqSet!
ReqSet! g
GCTimer>300 and G CTimer»>300 and
GCTImer0  GCTimerc=350  GOTimarecaso. R ErrorSpeed
%eckﬁezsal G SetEmol CheckGearSet2 ToGear==0 1'*3
GCTimer<=350 r GCTimer<=350 L2l rCQntrd
GearSet? Close Clutch! GearSet? CloseClutch! mm
ClutchlsClsed? GCTimer=0 . R —
imer= f
ReqTorque C G';r?:‘il:?:&bsed Clutch Close [TOGGEII]
GCTimer>150 and I §
ReqTorque! GCTimer<=200 GCTimer> 50 and OpenClutch ClutchIsOpen ReqSpeed TorqueZero
CTimer<=2|
) CloseClutch ClutchIlsClosed ReqTorque SpeedSet
New Gear! GearChanged CChseEmor CheckOlutch Closed? ReqZeroTorque
AedablePlasadd = . GCTimer<=200 ¥
GearBox Clutch Engine
. (ErrStat) (ExrStat) (UseCasa )
Collegé de France, Mars 30, 2016




MECEL AB

Gear Controller

Lindahl, Pettersson, Yi 1998

— -

\—

GearCMlutch

Interface

Network
Canbus

Collegé de

GearBox Engine

GearControl@lInitiate ~»<500 ( ( ErrStat =0 ) = GearControl@GearChanged )

GearControl@Initiate ~» <1900

( (ErrStat =0 A UseCase =() ) = GearControl@GearChanged )

Clutch@ErrorClose ~» <599 GearControl@CCloseError

Clutch@ErrorOpen ~»<9gy GearControl@COpenError

GearBox@
GearBox@

Errorldle ~» <350 GearControl@GSetError

ErrorNeu ~» <290 GearControl@GNeuError

Inv ( GearControl@CCloseError = Clutch@ErrorClose )
Inv ( GearControl@COpenError = Clutch@ErrorOpen )

T oo A s mvsdlirorC svConn e v  ComDouirmyCen 2l 1Y

M
-_) Paul Pettersson

(1)

~~ A~~~
T o= LN

~~ o~
-~ &

~~ ~
oo <t
- S— R S S p — S

31]






Embedded Systems

Tasks:

Computation times Resources
Deadlines Execution platform
Dependenmes Scheduling Principles (OS) PE, Memory
Arrival patterns EDF, FPS, RMS, DVS, .. Networks
uncertainties Drivers

uncertainties

Collegé de France, Mars 30, 2016 Kim Larsen [33]



Resource
Idle

use? donel!

X:= InUse | x>=B

X<=B

Semantics:
( Idle , Init , B=0, x=0)
d(3.1415) > ( Idle , Init , B=0, x=3.1415)
use - ( InUse , Using , B=6, x=0)
d(6) - ( InUse , Using , B=6, x=6)
done - ( Idle , Done , B=6 , x=6)

Collegé de France, Mars 30, 2016 Kim Larsen [34]



Optimal Scheduling - TIME

Compute :
(D*(C*(A+B))+((A+B)+(C*D))

4
using 2 processors

Pl (fast) P2 (slow)

‘@é: + | 2ps
:@o«“‘ * | 3ps

10 15 20 25

ey CEpvaang

Collegé de France, Mars 30, 2016

fime
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Optimal Scheduling - TIME

Compute :
(D*(C*(A+B))+((A+B)+(C*D))

using 2 processors

Pl (fast) P2 (slow)

+ | 2ps + | Sps
@ * | 3ps * | 7ps
10 25
| | | | | | 12p | |
4 6 ’Co
f/t74 Sec
| | 14 //
stime

Collegé de France, Mars 30, 2016 Kim Larsen [36]



Optimal Scheduling - TIME

Compute :
(D*(C*(A+B))+((A+B)+(C*D))

Task4

|dle
D f_‘f\
use2? done?2! B1=2
2201 huse Xz::52‘5 ‘ done1? f4=1>‘\f4:1 done?2"

o ‘ S ‘

X2<=B2 19

fime

Collegé de France, Mars 30, 2016 Jens Alsted / Kim
1 r 1
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Optimal Scheduling - TIME

@ C:\Documents and Settingsikg\Desktop\DESKTOP FEB 200 7\UPPAAL\UPPAAL examples\China 2009\DAY 2 Afternoon\taskgraph-AVACS2010.xml - UPPAAL

File Edit Vew Tools Options Help
A Da@E Qe e K@ >
~
Task2 Task3 Task4
B1=3 2=7 / B1=2 B2=5 J\
donet? fl=T . 1 donel? f3=1 . 3=1  done2? donel? fi=1 . f4=1  done2?
Task5 Taské6
M1 M2
D Idle Idle
usel? donel!
x1:=0[ InUse 1=B1
x1<=B1
donel?  fB6=1 ' f6=1 done2
o

P2~ L] 4 ST
E<> (Task1.End and ... and Task6.End)

fime

Collegé de France, Mars 30, 2016 Kim Larsen [38]



#tasks

#chains

# machines

optimal

437

452

730

1007
1145
1187
1193
1348
1566
1664
1782
1980
2014
2168
2333
2399

125
43
175
66
88
293
124
127
152
101
218
207
141
965
318
303

4
20
10
12
20
8
20
12
12
16
16
19
17
18
3
10

1178
537
700
891
605
1570
629
1163
1340
t.o.
t.o.
1118
1257
1318
8009
2471

Collegé de France, Mars 30, 2016

z

AMETIST

advanced methods for timed systems

Symbolic A*
Branch-&-Bound
60 sec

Abdeddaim, Kerbaa, Maler

Kim Larsen [39]



Task Graph Scheduling - Revisited

Compute :
(D*(C*(A+B))+((A+B)+(C*D))

using 2 processors

P1 (fast) P2 (slow)
@ + | 2ps + | 5ps
o
ENERGY:
10
4 6
JOU/@ e

Collegé de France, Mars 30, 2016 Kim Larsen [40]



Task Graph Scheduling - Revisited

Compute :
(D*(C*(A+B))+((A+B)+(C*D))

using 2 processors

Collegé de France, Mars 30, 2016

P]. (fast) P2 (slow)
‘ '\‘(‘é;«l\: + | 2ps + | 5ps
‘f@“ * 7ps
ENERGY:
10 7 E/) =
i Qr,
35 7?6/7 Ogy
5 e~"Tin, ,~ Joy,
.................. ST

Kim Larsen [41]



Task Graph Scheduling - Revisited

Compute :
(D*(C*(A+B))+((A+B)+(C*D))

Collegé de France, Mars 30, 2016 Kim Larsen [42]



Energy Aware Scheduling of
Finite Impulse Response filters

= =y 1
n] T{g{ 271 21 E»f 21 1|—>I z ‘}—; e S e Z

| >(!\, >($ >(k, > (+) ——(—>yn [ z! 2!

:g : ; hﬁ@ ) b1 ?
T

®:“%_

(b

yin]
[ Koch, Wognsen 15 ]

b b b eh e B mecons

yin] - { 7-1| - -1 <—@< 7~1 -1 2-1 G@MSPACE

Collegé de France, Mars 30, 2016 Kim Larsen [43]




Energy [10"-11 J]

Energy Aware Scheduling of
Finite Impulse Response filters

3.0 3.5 4.0 4.5 Bk B:8 6.0

2.5

—e—  AdderChain

—%— Transposed

AdderTree
Symmetric

Time [104-8 5]

(# mult, # add)

Altera Cyclone IV
FPGA

[ Koch, Wognsen 15 ]

% RECORE

G®MsPACE

Kim Larsen [44]






Task Scheduling

b
N

o
=]

Collegé de France, Mars 30, 2016

ready
done

—

stop
run

T, is running

utilization of CPU

P(i), [E(i), L(7)], .. : period or
earliest/latest arrival or .. for T,
C(i): execution time for T,

D(i): deadline for T;

Scheduler

4 1

3

J

Y

\

{T,, Ty, T3 }ready
ordered according to some

given priority:

(e.g. Fixed Priority, Earliest Deadline,..)

Jens Alsted / Kim
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Classical Scheduling Theory

Classical WCRT Analysis
N | EE—
= ‘Classical” scheduling analysis technique
For all tasks i: WCRT;s Deadline,

. v Simple
e J - conservative
jehp(i)| *J .. .
Blocking times for priority inheritance protocol (BSW): B LI m Ited settl ng 5

. - Single CPU

R
: Blocking(i) = Z usage(r,)WCET criticalsection(I)

= r=1

i

Blocking times for priority ceiling protocol (ASW):

R
Blocking(i) = ma1x usage(r.\WCET ¢ iticalsection(r)
=

Quasimodo Workshop, Eindhoven, Nov 6, 2009

Collegé de France, Mars 30, 2016 Kim Larsen [47]



ldle

; ‘t<=L[id]

t>=E[id]
ready[id]!
ready -
done Scheduler Rgady t>D[id]
E done[id]! R
= a4 1|3 el
stop run[id]?
T run
. ax=0
Rurlng t>D[id] >E$r
ax<=C[id]

Collegé de France, Mars 30, 2016 Kim Larsen [48]



Free

4 ‘< A

. e id_t
Ieehm:j;t e == front()
ready len >0 ready[e]? donele]?
done Scheduler runfront()l! | o . e.( o) dequeue()
: — u4 1|3
° stop run[front()]!
Tn run
- Y,
e id t Oce
ready[e]?
enqueue(e)

Collegé de France, Mars 30, 2016 Kim Larsen [49]



In UPPAAL 4.0
User Defined Function

/7 Put an element at the end of the queue

Free void encqueue (id t element)
{
4 ‘< ) int trp=0;
o e id_t .].:‘E.st;-ll:-le:;--;-] = element;
N e == front() : =1
len >0 donele]?
ready[e]? int i=len-1;
run[front()]! dequeue g
[ 0] enqueue(e) g () while {i>1 && P[list[i]]>P[list[i-1]1}
{
trp = list[i-1];
list[i-1] = list[i];
run[front()]! list[i] = tmp;
i-—;
- J }
e id t Oce
ready[e]? }
enqueue(e)

// Remove the front element of the queue
void degueue ()

Collegé de France, Mars 30, 2016 Kim Larsen [50]



Scheduler

Free
=0
R .
done[id]! sdy t>D[id]
ax==Clid] ~
run[id]?
ax=0
Ruining
k == e :id_t
@ enqﬂiii)g]? run[front()]!
Blocked t>Dlid]
Task

Collegé de France, Mars 30, 2016 Kim Larsen [51]



Handling real applications? =W=DaNES

Danish Network for Intelligent Embedded Systems

GSM Decoder

JPEQ Eneatir

Smart phone:

0 ¢
=)
!

GEM Encoder
System-level I\ ( S S—
: ? P

/ \ design tasks A ;':. ” e ._;m,.
O o TR TR 5 N

\‘vsu*"c_su!ﬂ‘:w 4z

\ Application model /

N Y g = = N L.rL'i -
o oo @“w a4 4
¥ ¥

\ System platform / \ i':"nop‘:::::nfnstﬁif: / . e — —
= Tasks: 114

= Deadlines: [0.02: 0.5] sec

=  Execution: [52 : 266.687] cycles

= Platform: 6 processors, 25 MHz,
1 bus

= Verified by UPPAAL in 1 hours!

Jan Madsen, Michael R Hansen, Eske Brekling

Prevas TERMA®

Kim G. Larsen

rem—1

Collegé de France, Mars 30, 2016



/T irr11e unit completion
X==
updateDynamicScheduling() //Ensure update of dynamic scheduling
x<1 && x>0 &&

cp<=dead-cr

cp==ptime && . ) )
IfinishSignalsPending() setWaitForUpdateDynamicScheduling()
/llssue ready signal . ) .
Start ItaskHasOffset() ready! /4 Zggggt?&%gg‘('fi?d deadline
initNoOffset() Idle initNextPeriod() Y
. missedDeadline() ’.
Zs?-'t t?:fn perioc x<1 MissedDeadline
ektadoreet P<=p x==0 && shouldThisTaskiRun() &&
askHagOffset() //[Enable missed deadline {detection
setStatipScheduling() cp>ptim: cp<=dead-cr
N B setPénd() /r{jT:?sk receives run signal taskHasMoreRuntime()
/IFinished waiting for offset /ITask preempted
Offee x==off_set—1 preempt?
setPeriodClock()
IdleWai
/IWait for offset .
— = /IWaiting for next period//Task finished
x<=offset-1 cp<ptime
&& cp<ptime
//;1I'I 21':,1k finished Running
finishBeforePeriodEnd()
- readyForNextTlmeStep()
i/g;mplete one time step itOneTimeStep()
runOneTimeStep() Running2
x<1
//Continue time step

Collegé de France, Mars 30, 2016

x>0

Running3 ensureTimeStepCompletion()

x<=1

Jens Alsted / Kim
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TERMA A/S (2011) TERMA®

Herschel-Planck Scientific Mission at ESA

Attitude and Orbit Control Software
TERMA A/S Steen Ulrik Palm, Jan Storbank Pedersen, Poul Hougaard

Collegé de France, Mars 30, 2016
Kim Larsen [54]



TERMA A/S (2011) =
Herschel-Planck Scientific Mission at ESA TERMA

Application software (ASW)
= built and tested by Terma:

= does attitude and orbit control, tele-
commanding, fault detection isolation and
recovery.

Basic software (BSW)

= Jow level communication and scheduling
periodic events.

Real-time operating system (RTEMS)
= Priority Ceiling for ASW,
= Priority Inheritance for BSW

Hardware ) _
= single processor, a fen ReqUIrements.

buses, sensors and act Software tasks should be schedulable.
CPU utilization should not exceed 50% load

Application Software (ASW)
Basic Software (BSW)

Hardware

Collegé de France, Mars 30, 2016 Kim Larsen [55]



TERMA®

File Edit View Tools Options Help

Bamaaa{ave UPPAAL 4.1 Framework °
ISoLA 2010

T

[ Drag out ]. Drag out

cycleCount = 0 Scheduler

- Transition chooser ctask =7
taskqueue[0] =8
taskqueue[1]=9
taskqueue[2] = 10
taskqueue[3] = 11

Kle

hedule ktasid!

runningptaskF 1

J ]
2 = i
j

starti
taskqueue[4] = 12 Nmng[m e englicue? star ng
taskqueue[S] = 13 tasl=politaskqueue)
taskqueue[6] = 14 ':‘I‘;,:’eq’l"’ 88

taskqueue[7] = 16

preem) sk]! cp o faskq queue D]

taskqueue[s] = 17 Preempt add@amp;ulna#). Schedule job[33]<=200
taskqueue[9] = 23 runring task 0,

) RE=0
Delay: 13.5@| D Reset | taskqueue[10] = 24 -

taskqueue[11] = 25

‘ D Take transition ] taskqueue[12] = 26 Sl secondF_1
= ol taskqueue[13] = 27 - Ide
faceiconros taskqueue[14] = 28 Ide .‘—
[ 44 First | 353.5 [ﬁj W Last [raskqueue[15] =29 fetivatedecondaryFunctions 17
b4 _ ActivateJecondaryFundtions2? WCRT[31]=0, ready{31]=1,
taskqueue[16] = 30 0,readyB2)=1 jobB1F0
[ di prev ‘ P Flay H 1D niext ] taskqueue[17] = 33 Blocked _
taskqueue{18] =0 runring B4] && blocked @110 EppTizbann 5
Speeder taskqueue[19] =0 o lease[fPU_R]! FTF anqueue Qe croncs
release [[PU_R]! release[CP T D release| ."R]‘ addtaskfueue, 31) release[CPU_R]!
‘ q taskqueue(20] =0 blocked 12]=T 32 weRTgeo, blockedf1J=1 WCRT[I]<0,
I T O e T B B B | = readyB2H0 ~ readyBli FO
Slow Fast :asgueuegg_g i wtforcpy ™Y ET wchedule BT WatForCPU
l:askqueue[za] : . &sched:IcehEdmepZ]? Reschedule a\ell&Sﬁe ¥
[ P Random | | [askaueuel 23] = g Y lockCeil (Sgr R, 31),
taskqueue[24] = 0 JockCeil(kb_R 52), sub=0 )
- Simulation Trace taskqueue[25] =0 Blodked2 sub=0 Determinelnt HeathWithgm_R
] taskqueue[26] =0 sub'==nunring B2 nnnlng gn] 88 | sub==running[31]
(-, starting, Idle, Idle, starting, starting, StE taskqueue[27] = 0 mfgruher mbaseltom_ R]
initialize: Scheduler -- > Bkgnd_P, NominalE* taskqueue[28] =0 release [Other_S sub==running[2] unlock Ceil(SgmyR,31)
= blocked [2]=0 DetermineUnt Health
(Running, Idle, Ide, Ide, Idle, Idke, Ide, I taskqueue[29] = 0 oper] Lo vezss
enqueue: RTEMS_RTC --> Scheduler taskqueue[30] = 0 Blocked? gjg--waz )
taskqueue[31] =0 nnning B2] &8 sub'==runringB1]  rurningBi] 85 )
(Schedule, Idle, Idle, Idle, Idle, Idle, Idle, taskqueue[32] = 0 awail(Other_SF2) o 2o DetermineStae
lockCeil(Other_SA2,32) g V] sub<=251 8&
preempt[ctask]: Scheduler --> IdleTask taskqueue[33] =0 releas [Other_SFII? 2 %ﬂ'sﬁl sub==running[31]
ina[0] =0 Handle Pending TCWithBoth blocked 3110 blocked B1FT
(Preempt, Idle, Idle, Idle, Idke, Idke, Idie, 1| |runningl0] = ) sub<=0401 88 N
@m) @ || |fnninglt]=0 v neingg) s T sub==nunnng 2] addtasiqueve. 31)
L v immimal 21 — 0 | LS = release [Cther_SF)! mﬂ:g?ﬁ&?
| . it 2 P

Collegé de France, Mars 30, 2016 Kim Larsen [56]



TERMA A/S (2011)

Herschel-Planck Scientific Mission at ESA

Specification Blocking times WCRT

ID|Task Period WCET Deadline||Terma UPPAAL Diff| Terma UPPAAL Diff

1|{RTEMS_RTC 10.000 0.013 1.000{[ 0.035 0 0.035] 0.050 0.013 0.037

2|AswSync_SyncPulselsr| 250.000 0.070 1.000|| 0.035 0 0.035] 0.120 0.083 0.037

3|Hk_Samplerlsr 125.000 0.070 1.000|| 0.035 0 0.035| 0.120 0.070 0.050

4|SwCyc_CycStartlsr 250.000 0.200 1.000|| 0.035 0 0.035] 0.320 0.103 0.217

5|SwCyc_CycEndlsr 250.000 0.100 1.000|| 0.035 0 0.035] 0.220 0.113 0.107

6|Rt1553 Isr 15.625 0.070 1.000|| 0.035 0 0.035] 0.290 0.173 0.117

7|Bc1553 Isr 20.000 0.070 1.000|| 0.035 0 0.035| 0.360 0.243 0.117

8|Spw_Isr 39.000 0.070 2.000(] 0.035 0 0.035| 0.430 0.313 0.117

9({Obdh_Isr 250.000 0.070 2.000|| 0.035 0 0.035| 0.500 0.383 0.117
10|RtSdb_P_1 15.625 0.150 15.625(] 3.650 0 3.650| 4.330 0.533 3.797
11|RtSdb_P_2 125.000 0.400 15.625(| 3.650 0 3.650| 4.870 0.933 3.937
12|RtSdb_P_3 250.000 0.170 15.625(] 3.650 0 3.650| 5.110 1.103 4.007
14|FdirEvents 250.000 5.000 230.220|| 0.720 0 0.720| T7.180 5.153 2.027
15(NominalEvents_1 250.000 0.720 230.220|[ 0.720 0 0.720| 7.900 5.873 2.027
16| MainCycle 250.000 0.400 230.220|| 0.720 0 0.720| 8.370 6.273 2.097
17|HkSampler_P_2 125.000 0.500 62.500|| 3.650 0 3.650| 11.960 5.380 6.580
18(HkSampler_P_1 250.000 6.000 62.500|| 3.650 0 3.650| 18.460 11.615 6.845
19(Acb_P 250.000 6.000 50.000|[ 3.650 0 3.650| 24.680 6.473 18.207
20({IoCyc_P 250.000 3.000 50.000|| 3.650 0 3.650| 27.820 9.473 18.347
21|PrimaryF 250.000 34.050 59.600|[ 5.770 0.966 4.804( 65.470 54.115 11.355
22|RCSControlF 250.000 4.070 239.600((12.120 0 12.120| 76.040 53.994 22.046
23|Obt_P 1000.000 1.100 100.000(| 9.630 0 9.630| 74.720 2.503 72.217
24|Hk_P 250.000 2.750 250.000{f 1.035 0 1.035| 6.800 4.953 1.847
25|StsMon_P 250.000 3.300 125.000{(16.070 0.822 15.248| 85.050 17.863 67.187
26| TmGen_P 250.000 4.860 250.000(| 4.260 0 4.260| 77.650 9.813 67.837
27|Sgm_P 250.000 4.020 250.000(| 1.040 0 1.040| 18.680 14.796 3.884
28| TcRouter_P 250.000 0.500 250.000|f 1.035 0 1.035| 19.310 11.8906 7.414
29|Cmd_P 250.000 14.000 250.000((26.110 1.262 24.848(114.920 94.346 20.574
30[NominalEvents_2 250.000 1.780 230.220](12.480 0 12.4801102.760 65.177 37.583
31|(SecondaryF_1 250.000 20.960 189.600((27.650 0 27.650|141.550 110.666 30.884
32|SecondaryF_2 250.000 39.690 230.220](48.450 0 48.450|204.050 154.556 49.494
33(Bkgnd_P 250.000 0.200 250.000(| 0.000 0 0.000|154.090 15.046 139.044

Marius Micusionis
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TERMA A/S (2011) =
Herschel-Planck Scientific Mission at ESA TERMA

CONCLUSION

= Schedulability framework made available in
UPPAAL

= Provides more exact analysis than classical
methods

= Depending on WCET information the task set is
schedulable or not.

= Performance:

= 1-2 minutes: BCET=WCET or BCET/WCET < 0.5
= 1 hour: 0.5 < BCET/WCET < 0.8

Collegé de France, Mars 30, 2016 Page 58
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Model-Based Testing

E2 C:/Documents and Settings/kgl/Desktop/DESKTOP FEB 2007/UPPAAL/uppaal-4.0. 6/demolt... = X
Te tit wew Ik Qo te
Da@E Q& e B@~>o
Edtor | Simulator | verfier
,,,,,,,,, e ) e
R ? I—O I—“ model
. : o
.

.

rrrrrrrrr

b |
TestsuiteJ D A;
7
I [ 4

.4

Execution

L

and
evaluation

b 4

verdict

[ Adapter ]

Kim Larsen [60]
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File Edit View Tools Options Help

RaB[2¢/eaqR@= -
Editor| Simulator | ConcreteSimulator | Verifier | Yggdrasil

Enabled Transitions "| |StatusCar

RequestFunct[i]: Environment[5] — -

RequestFunct[i]: Environment[6] —

RequestFunct[i]: Environment[7] — Statu

i]: Environment[8] —

i]: Environment[9] — StatuH
-

Environment[10] — Stat

DEd

A _op i

oo (snBacion

Simulation Trace
(wait, -, idle, -, -, -, off, off, off, off)

Trace File: I l

4l Prev 1P Next ) Replay
= open | Esme |0 Ranaom_

-
e

U LampDisplayRight
< [

Collegé de France, Mars 30, 2016 Kim Larsen [61]



T
o) C:\Users}ﬂl\Desktop\DESKTOPlZ\UPPAAL\UPPAAL examples\F
Eile Edit View Tools Options Help

Ba@dC/aaqR@= e

‘Editor | Simulator | ConcreteSimulator | Verifier| Yggdrasil |

Options I
quenile Generse
7 pepth seorch

_ Output
200 |
II [v] single step H

e : Trace statistics

-- Query -- Locations: 48/48 = 100% -

Trace coverage: 14/84 Environment.wait: 18

Trace coverage: 13/84 MessageHandling.LO: 18 H

Trace coverage: 7/84 StatusCar.LO: 33

Trace coverage: 74/84 StatusCar.Ll: 24

Trace coverage: 53/84 StatusCar.L2: 32

Trace coverage: 5/84 StatusCar.L3: 25

Trace coverage: 61/84 StatusCar.L4: 23

Trace coverage: 49/84 StatusCar.L5: 10

Trace coverage: 4/84 StatusCar.Lé: 34

-- Depth -- StatusCar.L7: 30

Trace coverage: 66/84 StatusCar.Lg8: 27

-- Single -- StatusCar.L9: 35

Trace coverage: 61/84 StatusCar.L10: 37

Trace coverage: 24/84 StatusCar.Lll: 31

Trace coverage: 74/84 StatusCar.ti_tipflashing: 60

Trace coverage: 74/84 StatusCar.ti_stable: 6

Trace coverage: 42/84 StatusCar.emergency: 59

Trace coverage: 74/84 StatusCar.lock: 27

Trace coverage: 74/84 StatusCar.unlock: 35

Trace coverage: 74/84 StatusCar.ti_active: 103

- StatusCar.idle: 129 ad

< 8

Outout folder

C:\Users\kgl\Desktop\DESKTOP12\UPPAAL\uppaal-4.1.20-beta2\testcases Browse

Collegé de France, Mars 30, 2016
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9 C:\Users!ﬁl\Desktop\DESKTOPlZ\UPPAAI.\UPPAAL examples\FM Forum2014

Eile Edit View Tools Options Help

Declarations
&
[+ LampDisplayLeft

[} LampDisplayRight
(S} StatusCar

turnLightOff ()

Da@oc¢aaa {0
Editor ulator | ConcreteSimulator | Verifier | Yggdrasil
3 Project ) Name: Lamp Parameters: |oonst nrLightIndType light

lights_onoffflight]==
TIM_ON?

off

lights_onoff[light]==
TIM_OFF?

Lo o) |

Collegé de France, Mars 30, 2016
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| |
——— Y § _
m CZ\USEI’S} gl\Desktop\DESKTOPlZ\UPPAAL\UPPAAL examl ID rumdcal eOneWeJ.gh:Lng_I sInTopPos = Z2;

Eile Edit View Tools Options Help DrumScaleOnelleighing StartdTM( &me->itsDrumScaleOneWeighing );
| Da®] & & & R]@ - , _ ,

et 3 c Q HouseSettJ.ngs_SetRamChar( &me->1tsHouseSettings,
I Editor | Simulator | ConcreteSimulator | Verifier | Yggdrasil| HS_CURRENT ACTIVE_ SILO, (UCHAR)O);

|, Project ) Name: Lamp Par] . . .

“..# Declarations me->itsDrumdcaleWeighing®table. IsReady Return = 1;

=S
tS) LampDisplayLeft me->itsDrumScaleRollDrum.IsReady Return = 1;
[#-%) LampDisplayRight
[ StatusCar

SN =N

Test Validate( &me->itsTest, "DrumScaleOnelWeighing running”,
(UCHAR)IS_IN( &me->itsDrumScaleOneWeighing,

: X
m Edit Edge A DrumScaleOneWeighing running ) );

[idgel CommentsITeSt Code I Ilgh Test_Validate( &me->itsTest,

|| ' TIM "prumscal eOneWeighing_StartOneWeighing®tate”, (UCHAR)IS IN(
turnLightOff () ; fme->itsDrunScaleOneWeighing,

DrumScaleOneWleighing_ StartOneWeighingState ) );

off PrintCurrentState (me);

I DrumScaleOnelleighing_ StartOneWeighing (&me->
itsDrumScaleOneWeighing, (FLOAT32)12.0, (void (*) (void * const,
FLOAT3Z) ) OneWeighingFinishedCh, (UCHAR (*) (void * const))
OkToRollDrumCh, me);

Test Validate( &me->itsTest,

"DrumfcaleOneWeighing WeighingDrumEmpty", (UCHAR)IS IN{ &me->
itsDrumScaleOneWeighing,

| DrumScaleOneWeighing WeighingDrumEmpty ) );

PrintCurrentState (me);

Test Comment( &me->itsTest, "DrumScaleRollDrum IsInTopPos is %
— | 1d", (UCHAR) DrumScaleRollDrun IsInTopPos (&me->
I oK ” Cancel l itsDrumScaleRollDrum) );

nme->itsDrumdcaleWeighingdtable. StableWeighingFinishedCh (me->
itsDrumScaleWeighingStable. owner, 0.6F, 9.62F );
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Yggdrasil Industrial Use

= Novo Nordisk

= Reduction in time for
testing a module 30 days
30 days = 2 days

= Skov A/S
= TK Validate

= Ambitios business plan

= Evaluation at

= Daimler
= |nfinion Austria
= EADS

= Bombardier
=  Cov.Inc40%

= Reduced test time
20% (80% for unit test)
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Conclusion

= UPPAAL has been applied extensively to
= verification, debugging, optimization and testing
of industrial real-time systems.
= UPPAAL is used world-wide in academia

= Extensions:
= UPPAAL CORA
(priced TA > optimization)

= UPPAAL TIGA
(timed games = synthesis)

= UPPAAL SMC
(stochastic TA = performance evaluation)
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www.uppaal.{org,com}

) UPPAAL - Mozilla Firefox
Fle Edt View History Bookmarks Tools Help

@ - Ne {ar | L] http:jjeww.uppasl.orgf

|| upPAAL +

UPPAAL

Home

Home | About | Documentation | Download | Examples | Web Help | Bugs

RELATED TOOLS: TIMES ORA | TRON | TIGA | S R | PORT | PRO

License

UPPAAL is an integrated tool environment for modeling, validation and

of real-time systems modeled as netwarks of timed automata, extended with data

types (bounded integers, arrays, etc.).

The tool is developed in collaboration between the Department of Information

Technology at Uppsala University, Sweden and the Department of Computer

Science at Aalborg University in Denmark.

Download

News: The current official release is UPPAAL 4.0.13 (Sep 27, 2010). Compared to

version 3, the 4.0 release is the result of over 2.5 years of additional

development, and many new features and improvements are introduced (see also

this release note and the web help section new festures). To support models created in previous versions of UPPAAL, version 4.0 can

Figure 1: UPPAAL on

)

screen.

convert most old models directly from the GUI (alternatively it can be run in 3.4 compatibility mode by defining the environment

variable UPPAAL_OLD_SYNTAX, see also item 2 of the FAQ).

Since Feb 26 2008, we also distribute a development snapshot of the forthcoming UPPAAL 4.2. The current development snapshot

version is 4.1.4 released Jul 11, 2011,

(3

UPPSALA AALBORG UNIVERSITY
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The UppaAL tool is free for non-commercial applications in

L UP4ALL

DESIGN VERIFICATION
FOR EMBEDDED SYSTEMS

Our world-leading and internationally
acclaimed model-checking tool UPPAAL
is now available for commercial use!
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