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Programme C annoté en ACSL

/*@
requires size >= 0;
requires \valid(t + (0 .. size-1));
requires V integer i, integer j; 0 <= i <= j < size ==> t[i] <= t[]j];
ensures Result: -1 <= \result < size;

ensures Found: \result >= 0 ==> t[\result] == key;

ensures NotFound: \result == -1 ==> VY integer i; 0 <= i < size ==> t[i] != key;
*/
int binary search(int * t, int size, int key)

{

int lo, hi, mid;

lo = 0; hi = size - 1;

/*@
loop assigns lo, hi, mid;
loop invariant Range: 0 <= lo && hi < size;l
loop invariant Left: V integer i; 0 <= i < lo ==> t[i] < key;
loop invariant Right: V integer i; hi < i < size ==> t[i] > key;
loop variant hi - lo;

*/

while (lo <= hi) {
mid = lo + (hi - lo) / 2;
if (key == t[mid]) return mid;
if (key < t[mid]) hi = mid - 1; else lo = mid + 1;

}

return -1;




Veérification Déeductive

requires size >= 0;
‘I) requires \valid(t + (0 .. size-1));

requires V integer i, integer j; 0 <= i <= j < size ==> t[i] <= t[]];

ensures Result: -1 <= \result < size;
g;z ensures Found: \result >= 0 ==> t[\result] == key;

ensures NotFound: \result == -1 ==> V integer i; 0 <= i < size ==> t[i] != key;

Objectif : prouver (automatiquement) {P} C{QO}



Vérification déductive (principe) (Cf. cours 1)

Regle du WP : {wp(C.0)}C{Q}

\ , P = P (Pcioj
Regle de conséquence : [CONS 2]

P C0}

P = wp(C,0)  {wp(C,0)]C{Q]}
P10}




Vérification déductive (mécanisée)

Prouveur Automatique Algorithme de Calcul WP

' '

P = wp(C,0)  {wp(C,0)}C{0]}
Py Cio}




lllustration

/*@
requires size >= 0;
requires \valid(t + (0 .. size-1));

Programme C
Annotations ACSL
Prouveur SMT (Alt-Ergo)
Frama-C/WP/RTE

requires V integer i, integer j; 0 <= i <= j < size ==> t[i] <= t[]j];
ensures Result: -1 <= \result < size;
ensures Found: \result >= 0 ==> t[\result] == key;

ensures NotFound: \result == -1 ==> VY integer i; 0 <= i < size ==> t[i]
*/
int binary search(int * t, int size, int key)
{

int lo, hi, mid;

lo = 0; hi = size - 1;

/*@

loop assigns lo, hi, mid;
loop invariant Range: 0 <= lo && hi < size;l
loop invariant Left: V integer i; 0 <= i < lo ==> t[i] < key;
loop invariant Right: V integer i; hi < i < size ==> t[i] > key;
loop variant hi - lo;
*/
while (lo <=
mid = lo +

hi) {
(hi - 1lo) / 2;

if (key == t[mid]) return mid;

if (key < t[mid]) hi = mid - 1; else lo = mid + 1;
}
return -1;

!= key

r




Frama-C / WP

... al’épreuve du réel !



R&D | CAVEAT

2005

A 10 year investment in static code
analysis, the Caveat tool from CEA is
used in production to validate safety-
critical code in the A380 program,
and a few years later on the A350
and A400M

2011

Obsolescence management triggers the
investigation of tooling renewal, and the
identification of compatibility and performance
challenges in proposed solutions

~ PROVEN
aono © | '

2012

Teams at CEA List complete the development of
the Frama-C/WP verification plugin and of the
migration helpers: together they form the new unit
proof workshop NUPW

R&D | NEW UNIT PROOF WORKSHOP

2014

Efficient reasoning techniques dramatically boost
the level of proof automation, and bring NUPW to
performance-parity with legacy tooling

2016

The Frama-C/WP plugin is extended to provide
advanced interactive features that support the
proof engineering phases, while Airbus and List
teams setup regression baselines and training
courses

R&D | LLR

SUPPORT

Since 2017

An enhanced support to contract accompanies
for deployment of tools to operational teams

Airbus engineers complete the design of a
formal language for Low-Level Requirements
which ease the integration of formal methods in
their process.

CEA keeps bringing technological support &
guidance.

2019

ERTS publication of AIRBUS experience
report on their new critical software design
& validation process based on formal

methods, assessing 30% productivity gain .

compared to traditional methods.



Calcul WP « performant »

wp(C, Q)



POPL '01: Proceedings of the 28th ACM SIGPLAN-SIGACT symposium on Principles of programming languages

January 2001 Pages 193-205
Association for
Computing Machinery

Avoiding Exponential Explosion:
Generating Compact Verification Conditions

Cormac Flanagan James B. Saxe
Compaq Systems Research Center
130 Lytton Ave.

Palo Alto, CA 94301

Abstract

Current verification condition (VC) generation al-
gorithms, such as weakest preconditions, yield a
VC whose size may be exponential in the size of
the code fragment being checked. This paper de-
scribes a two-stage VC generation algorithm that
generates compact VCs whose size is worst-case
quadratic in the size of the source fragment, and is
close to linear in practice.

This two-stage VC generation algorithm has
been implemented as part of the Extended Static
Checker for Java. It has allowed us to check large
and complex methods that would otherwise be im-
possible to check due to time and space constraints.


https://dl.acm.org/doi/proceedings/10.1145/360204

Available online at www.sciencedirect.com

SCIENCE@DIRECT" lnforma.tion_
Processing

Letters

Information Processing Letters 93 (2005) 281-288

www.elsevier.com/locate/ipl

Efficient weakest preconditions

K. Rustan M. Leino

Microsoft Research, Redmond, WA, USA

Received 17 November 2003; received in revised form 3 November 2004

Communicated by F.B. Schneider

In memory of Edsger W. Dijkstra

Abstract

Desired computer-program properties can be described by logical formulas called verification conditions. Different
mathematically-equivalent forms of these verification conditions can have a great impact on the performance of an automatic
theorem prover that tries to discharge them. This paper presents a simple weakest-precondition understanding of the ESC/Java
technique for generating verification conditions. This new understanding of the technique spotlights the program property that

makes the technique work.
© 2004 Published by Elsevier B.V.

Keywords: Program correctness; Formal semantics; Automatic theorem proving



PASTE '05: The 6th ACM SIGPLAN-SIGSOFT workshop on Program analysis for software tools and engineering

September 2005 Published by ACM Press
Association for
Computing Machinery

Weakest-Precondition of Unstructured Programs

Mike Barnett and K. Rustan M. Leino
Microsoft Research

One Microsoft Way
Redmond, WA 98052, USA
{mbarnett, | eino}@n crosoft.com

Abstract

Program verification systems typically transform a pro-
gram into a logical expression which is then fed to a the-
orem prover. The logical expression represents the weak-
est precondition of the program relative to its specification,
when (and if!) the theorem prover is able to prove the ex-
pression, then the program is considered correct. Comput-
ing such a logical expression for an imperative, structured
program is straightforward, although there are issues hav-
ing to do with loops and the efficiency both of the compu-
tation and of the complexity of the formula with respect to
the theorem prover. This paper presents a novel approach
for computing the weakest precondition of an unstructured
program that is sound even in the presence of loops. The
computation is efficient and the resulting logical expression
provides more leeway for the theorem prover efficiently to
attack the proof.



Les pieges du calcul WP

Problemes de duplication :

wp(x:=e,0Q) = QOlx « ¢]
x:= @(x,Xx)
wp( - , Q) = Olx < ¢(...)]
x.:= @(x,X)
Pour n=3 :

Olx « @(p(plx, x), p(x,x)), p(px, x), p(x, x)))]

Pour n=4 :

Olx <« @(p(p(p(x, x), p(x, X)), p(p(x, x), p(x, X)), p(P(@(x, x), Pp(x, X)), p(P(X, 2



Les pieges du calcul WP

Problemes de duplication :
wp(x =, x), Q) = Ol < ¢, 1]

x:= @(x,Xx)

wp( , Q) = Olx < (.l

x.:= @(x,X)
Exemple typique avec des tableaux (ou des pointeurs) :

wp( pli]:=pli]l+1 , Q) =0lp < pli = pli] +1]



Les pieges du calcul WP

Solution :
wp(x:=e,Q) = letx=enQ
xX:= @p(x,x) letx = ¢@(x,x)1n
wp( - 0=
x:= @(x, X) letx = ¢p(x,x) 1 Q

... mais cette solution recele un autre piege

... qui se révelera plus tard !



Les pieges du calcul WP

Un deuxieme probleme de duplication :

wp( if(e) C, else C,, Q)

/\{ e = wp((C;,0)
e = wp((,,0)

Duplication non-résolue par introduction des « let » eg.:
/\ e = letx=ain Q0
e = letx=>bin 0

v complexité intrinsequement exponentielle de « wp »

v perte du principe de localité (A. Turing)



WP de programmes non-structurés

Le retour des diagrammes

assume P(x)

assume u(x) assume —u(x)
(P) - -
if p(x) 1 ;
* =0 =, vi= g ()
else

X = @_(x)
{0} @ @

assert O(x)



WP de programmes non-structurés

Le retour des diagrammes

Mise en forme passive (SSA)

{P(x)}
if p(x)
X = @ (x)
else
X = @_(x)

Q)]

assert Q(x;)



WP de programmes non-structurés

wp( C; C", A) wp(C, wp(C', A))
wp(assume P ,A)= (P = A)
wp(assert 0 ,A) = (OAA)

; = « tout trace issue de a; est correcte »

Pour chague noeud, on a donc:

l

W= b <= /\ wp(Cj;,b;)

jE€ succ(i)



WP de programmes non-structurés

Relations de correction locales :

l

W= b <= /\ wp(C;, b;)

jE€ succ(i)
Condition de vérification globale :

/\Wi:}bo

1€0..n

v aucune forme de duplication
v tormule linéaire en la taille du programme

v pas de localité de la preuve globale (Cf. A. Turing)

v tormule générée impossible a « lire »



Le calcul de Frama-C/WP

e A\NPy AP xAP
Ve = \/{ 01 N3 34} — 0

If e
VC = |then Py A P; APy, = 0O
else Py, A Pys

1 1

Prédicat de chemin Obijectif de vérification

assert QO



Le calcul de Frama-C/WP

Q=P

QA L

Qv Q

If e then Q2 else Q2
(U): QXL — Q

a @ assert O,
@ @ @ assert O,

Prédicats de chemin:

oi= || P

jEsuccin G,

Conditions de vérification (indépendantes) :

VC = Q5 = O,



Le calcul de Frama-C/WP

VC= Q = (0

v aucune forme de duplication
v tormule linéaire en la taille du programme
v obligations de preuve indépendantes

v tormule « proche » du programme source



Frama-C/WP et I'exécution symbolique

Le calcul WP est un « transformateur de prédicat » :

C;(C’;assert O
~ C;assert wp((", 0); C’
~ assert wp(C,wp(C’, 0)), C, "

Frama-C/WP est une « exécution symbolique » du programme :

@—( ¢ @

Q! = « formule caractéristique de toutes les traces q; — a; »



Frama-C/WP : un compilateur

Programme : cvar, expr, instr, stmt
Annotations ACSL: term,pred

Logique du premier ordre : x,t,p

MemoryModel 6 =~ cvar — x
y = label > o
CodeSemantics :: 6 — expr — ¢
LogicSemantics :: y — term — ¢
. y—>pred —p
StmtSemantics :: 6 X6 — instr — p
L y—>stmt —» p



B. Blanc, Loic Correnson, Zaynah Dargaye, J. Gassino, B. Marre. Proving Properties of Reactive
Programs From C to Lustre. 9th European Congress on Embedded Real Time Software and Systems
(ERTS 2018), Jan 2018, Toulouse, France. hal-01708934

Proving Properties of Reactive Programs
From C to Lustre

B. Blanc!, L. Correnson®, Z. Dargaye!, J. Gassino?, and B. Marre?

! CEA, LIST — Saclay, France
2 IRSN — Fontenay-auz-Roses, France

Abstract. In critical embedded software, proving functional properties
of programs is a major area where formal methods are applied with an
increasing success. Anyway, the more a property is complex, the more a
high-level formal model of the software and its environment is required.
However, in an industrial setting, such a model is not always available,
or cannot be used for independent verification. We propose here a new
route, where a high-level Lustre model is extracted from a C source pro-
gram. Thus, high-level functional properties can be specified in Lustre
and proved on this extracted model, hence on the real code, without
requiring any additional formal documentation.

Keywords: Formal Methods, Functional and Temporal Properties, Lustre, Scade,
Embedded C, Reactive Programs.



Formules « performantes »

Q= Q



Simplifier les formules

14+2=3 x=1Apx+2) = x=1ApQ3)

x=1

PAPD=Pp x<1IAO<x

—> false = =
P P ali = bllil = b

ali = b][j] = ali] pouri#j

f)=f(y)=x=y (pourf injective)
f) <f(y)=x<y (pourf croissante)

ze(yex)=xeoyez (pour(e) AC)



Le piege se referme !

xX:= @p(x,Xx) letx = e1n

, Q) =

xX:= @p(x,Xx) letx = e1n Q

wp(

Q= /\ Xip1 = QX X;)

1€0..n

On voudrait aussi simplitier au travers des « let » !

i=j+1
A3 pi=plima+1] ¢ = plil<pljl —> a<b
po=pili— b+2]



NASA Formal Methods Symposium
NFM 2014: NASA Formal Methods pp 215-229

Qed.

Computing what Remains to be Proved

Loic Correnson

CEA, LIST, Software Safety Laboratory
PC 174, 91191 Gif-sur-Yvette France
firstname.lastname@cea.fr

Abstract. We propose a framework for manipulating in a efficient way
terms and formula in classical logic modulo theories. Qed was initially de-
signed for the generation of proof obligations of a weakest-precondition
engine for C programs inside the Frama-C framework, but it has been
implemented as an independent library. Key features of Qed include on-
the-fly strong normalization with various theories and maximal sharing of
terms in memory. Qed is also equipped with an extensible simplification
engine. We illustrate the power of our framework by the implementation
of non-trivial simplifications inside the Wp plug-in of Frama-C. These
optimizations have been used to prove industrial, critical embedded soft-
wares.


https://link.springer.com/conference/nfm
https://link.springer.com/book/10.1007/978-3-319-06200-6

Qed : un simplificateur de formules logiques

v Le type des termes est opaque

type? v Chaque terme est normalisé
val e_int :int — 1

vale add :t—>t—>t¢

v Pas de construction « let »

v Chaque terme a un représentant unique

v Des « let » sont introduits a |'export

Exemple :
fexa.ga+ay= (B) fli.0)
Affichage : @ 2(2a)
letb=2Xain
f(b, b)) &) 2

(o) @



Qed : un simplificateur de formules logiques

Opérateurs booléens
Quantificateurs & variables
Arithmétique des entiers & des réels
Théorie des tableaux

Théorie des records

Opérateurs algébriques (groupes, etc.)
Fonctions & réécriture (96 regles)
Opérateurs bits-a-bits

Conversions modulo

Egalités, Congruences

Domaines de variation

Coupure de branches

Filtrage de conditions

Introductions de quantificateurs
Introductions d’hypotheses

Force brute sur les « petits » intervalles

N S T S N N S S O RN



Evaluations quantitative de Qed (extrait)

B Qed B Alt-Ergo Timeout B Unknown
9600 100%
24 2 . . .
o e = . -~ Bl 2
402 400 4“2 °

9050 924%

471 306
-
7950 I I I I I
7400

Frama-C/WP+Qed
2011-2014 — ban de test A380

88%

92%

82%

77% L1

Let 741

Base 548

o
o
0
)
3
O

Driver 625
Qed 674
Calcul 729

o
o
(0]
<
N
9
o
Q
n



Prouver Qed par WP




Modele.s méemoire

O~ CVar —m X



Pointeurs

tmp




Pointeurs se chevauchant

tmp




lllustration...

\old(*a)

\old(*b)

vy '




lllustration...

\old(*a)

\old(*b)

vy '




lllustration...

\old(*a)

\old(*b)

vy '




lllustration...

'

*b

¢

\old(*a)

\old(*b)

tmp

*b




Les pointeurs sont partout !




Chevauchements cauchemardesques...

tmp




Wang W., Barrett C., Wies T. (2017) Partitioned Memory Models for Program Analysis. In: Bouajjani A., Monniaux D. (eds) Verification, Model Checking, and
Abstract Interpretation. VMCAI 2017. Lecture Notes in Computer Science, vol 10145. Springer, Cham. https://doi.org/10.1007/978-3-319-52234-0_29

Partitioned Memory Models for
Program Analysis

Wei Wang!, Clark Barrett?, and Thomas Wies!

! New York University
2 Stanford University

Abstract. Scalability is a key challenge in static analysis. For imper-
ative languages like C, the approach taken for modeling memory can
play a significant role in scalability. In this paper, we explore a family of
memory models called partitioned memory models which divide memory
up based on the results of a points-to analysis. We review Steensgaard’s
original and field-sensitive points-to analyses as well as Data Structure
Analysis (DSA), and introduce a new cell-based points-to analysis which
more precisely handles heap data structures and type-unsafe operations
like pointer arithmetic and pointer casting. We give experimental results
on benchmarks from the software verification competition using the pro-
gram verification framework in Cascade. We show that a partitioned
memory model using our cell-based points-to analysis outperforms mod-
els using other analyses.



Modéles mémoire (typés) de Frama-C/WP

$ frama-c -wp ~/work/swap.c -wp-model raw
Qed: 2 (0.69ms-2ms-4ms)
Alt-Ergo 2.2.0: 2 (l4ms-21ms) (78)

$ frama-c -wp ~/work/swap.c
Qed: 3 (0.69ms-2ms-4ms)

Alt-Ergo 2.2.0: 1 (l4ms) (26)

$ frama-c -wp ~/work/swap.c -wp-model ref
Qed: 3 (0.36ms-0.78ms)

[wp] /Users/correnson/work/swap.c:6: Warning:

Memory model hypotheses for function 'swap
/*@
behavior wp typed ref:
requires \valid(a);
requires \valid(b);
requires \separated(a, b);
* /

void swap(int *a, int *b);

&p — B,
P F*‘NQﬂELE&J
* p = Mj_nt :Mptr[Bp]]

aka
b= b

%fp I_')-Zwint[p]

ar L
b 1
*ara
*br b



Futurs modeles de Frama-C/WP : analyse de régions

inp ]

out [..]

{Block}.inp3
> 4

. {Block}.inp1 ="~
.

. {Block}.inp2
n"l '(

{N}s ---

T UNJY - -

{N}.s ---
{Block}.out2 . _ .
v

D—»‘ ;) {Blockjout3s .

v-'

E—»@—» . —O -~ » {Block}.out1

) KVR

00 66

T L}.s
A ___',{ }
{Block}.prm - - - O
N . S . -A
A {L}.v
{Block}.idx3
a IDX
. {Blockkidx1

{L}.s ---

M .
. .
. \

‘ e B
' {Block}.idx2

Py

{Block}.sum - -, .p» {N}s ---

H0 60 O

{N}.v ---

000660

idx [..]



Stratégie de Preuve

Comment verifier un programme
complexe ?



Algorithme d’Euclide

https://fr.wikipedia.org/wiki/Algorithme_d'Euclide



Implémentation en C / ACSL

/*@
axiomatic Euclid {
logic integer gcd(integer a, integer b);
}
*/

/*@
assigns \nothing;
ensures \result == gcd(a,b);
*/
int euclid gecd(int a, int b)
{
int x;
/*@
loop assigns a, b, r;
loop invariant gcd(a,b) == \at( gcd(a,b), Pre );
loop variant \abs(b);
*/
while( b != 0 ) {
r .
b
a

}

return a < 0 ? -a : a;

b ;

R o O
~. 00 =

$ frama-c -wp euclidl.c

[kernel] Parsing euclidl.c (with preprocessing)
[wp] Warning: Missing RTE guards

[wp] 9 goals scheduled

[wp] [Alt-Ergo 2.2.0] Goal ensures : Unknown

[wp] [Alt-Ergo 2.2.0] Goal loop invariant preserved : Timeout
[wp] Proved goals: 7/ 9

Qed: 6 (0.62ms-1ms-2ms)
Alt-Ergo 2.2.0: 1 (léms) (67) (interrupted: 1) (unknown:



Bibliotheque de Why-3 (prouvée en Coq)

(Cf. why3/1lib/coqg/number/Gecd.v)



Vérification avec Frama-C/WP/Why-3

/*@
axiomatic Euclid {
logic integer gcd(integer a, integer b);

}
*/
/*@
assigns \nothing;
ensures \result == gcd(a,b);
*/
int euclid ged(int a, int b)
{ - $ frama-c -wp euclidl.c -wp-driver euclid.wp
int r;
/*@ [kernel] Parsing euclidl.c (with preprocessing)
loop assigns a, b, r; . . . .
loop invariant gcd(a,b) == \at( gcd(a,b), Pre ); STl WEEOARGY RILSELG K guards
loop variant \abs(b); [wp] 9 goals scheduled
*/
while( b 1= 0 ) { [wp] Proved goals: 9 / 9
r'= b ; Qed: 6 (0.67ms-3ms-9ms)
b=a#$%$b;
a =% 3 Alt-Ergo 2.2.0: 3 (léms-18ms) (83)

}

return a < 0 ? -a : a;




Généralisation de la méthode

NASA/TM-2010-216706

Formal Verification of Air Traffic
Conflict Prevention Bands Algorithms

Anthony J. Narkawicz and César A. Murioz
Langley Research Center, Hampton, Virginia

Gilles Dowek
Ecole polytechnique, France



Spécifications

b : Figure 6. Case 7 =T, |s, + Tvz| < H, and ||(s + Tv) gyl = D

‘ 2H

Figure 5. Case 7 =T, |s, + Tv,| = H, and (s + T V) g |l < D %

Consider a relative position vector s that satisfies ||s||c;) 7 1 and a critical vector
v. Since 2(v) = 1, it holds that minsg(o 7y [|8+% v|lqn = 1. This minimum is attained :
at a real number 7 € [0,7)]. Since [[s||o;1 # 1, it follows that 7 # 0. Thus, either i D :
T=Tor0<7<T. Ifit holds that v, #0, 0 < 7 < T, |8, + 7v,| = H, and
l{s + 7v}zanll < D, then it can be shown that mingej 7y I8 + tvlq1 < 1. That
is, there is a time near = where the aircraft will be in loss of separation. This is
illustrated in Figure 4.

If the same conditions hold, but with v, = 0, then 7 is not unique, and it can
also be shown that a particular 7 can be chosen so that 0 < 7 < T, |s, + 7 v,| = H,
and [|(s + TV}l = D.

Since, 1 = (v} = ||s + 7 v||ey1 = max(
following cases.

L Case v =T, 8.+ Tv,|=H, and ||(s+ TV}l < D.

‘2H

Figure 7. Case |s; + 7v;| = H, and ||(s + 7 V)l = D

”(HTB)&'”)“, lsﬁ;} ¥zl), this leaves the

2. Caser =T, s, +Tv:| < H,and ||(s+ T V)5 = D. P ;.
3. Case |s; + 7v:[= H and [[(s + r v}yl = D.

4. Case 0 <7 < T, |s: +7v:[ < H,and (8 + 7V)(p )l = D

These four cases are illustrated in figures 5, 6, 7, and 8, respectively.
These cases will be formalized using four predicates: vertical_case? {Section 4.1}, Figure 8. Case 0 < 7 < T, s; + 7v,| < H, and |8+ TV)(z || = D
circle_case 2D? (Section 4.2), circle_case_3D? (Section 4.3), and lne.case? (Sec-
tion 4.4). It will be shown in Section 4.5 that these four predicates are sufficient to
classify solutions to the equation Q(v) = 1, even in the case where ||s| e = 1.

12 13



Spécifications formelles (vérifiées en PVS)

5.2 Line Solutions For Track Angle Maneuvers

The algorithm track_line, defined in this section, takes as parameters s, v,, v;, {,
e = +1, and ¢ = £1. It returns a vector v/, € R? that is either the zero vector or is
equal to v (@) for some a € [0, 27) such that the relative velocity vector v/ = v, —v;
is tangent to the circle, i.e., it satisfies line_case?(s,v’,£). The main theorem in this
section states that track_line is correct and complete for line solutions that are
track angle maneuvers.

The definition of track_line requires the definition an auxiliary function, namely
tangent_line, that takes as parameter a relative position vector s € R3 such that
IS¢z || = D and a number & = +1, and returns a vector in R? that is tangent to
the protected zone.

tangent_line(s, &) =
if ||S(zy) || = D then

£ s+
else
. (32)
let d = |[s(z4)[|° in
D2 e Dv/d — D? n
(7 — ].)S —|— f_ﬂ S

endif

The proofs of the following lemmas rely on standard vector algebra.

Lemma 20. If ||| = D and € = £1, then line_case?(s, tangent_line(s,¢),€)
holds.

T.oecrmma 21 Iflla., Al > D) then ne encoePf(e v ) halde of amd nnli +f theore ericte



Spécifications formelles (vérifiées en PVS)

track_bands(s, vy, V;) =
Vo := track_circle_3D(s, v,, Vi, —1,—1);
V1 :i= track_circle_3D(s, vy, v;, —1, 1);
V2 := track_circle_3D(s,v,,vi, 1, ~1);
Va3 := track_circle_3D(s,v,,v;,1,1);
if |8(zy)ll 2 D then
Vi := track_circle_2D(s,v,,v;, T,—1, —1);

Vs := track_circle_2D(s,v,,v;, T,—1,1);
Ve := track.line(s,v,, v, —1,—1);
Vz := track_line(s,v,,v;,—1,1); (42)
Vs := track_line(s,v,,v;, 1, —1);
Vo := track_line(s,v,,v;,1,1);
endif
£ = {0,2x};

for i=1 to |V| do
if Vg(m’y) # 0 then
L := LU {track(V})};
endif

endfor
Ly, := sort(Ll)

The finite, ordered sequence L,,, returned by track bands is computed using
every possible instantiation of the parameters £ and ¢, both of which can be +1, in
the functions track_line, track_circle_2D, and track_circle_3D. For each vector
v}, returned by one of these three algorithms for s, v,, and v; with the property
that vi(g,) 7 0, the track angle of v/, is an element of the sequence returned by
track_bands.

Theorem 29 (Correctness of track bands). The track angle prevention bands al-
gorithm track_bands is correct for vy over the interval [0, 2w].
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Qualité d’une Preuve

100% des conditions vérifiees !
...et alors ?



Quelques triplets de Hoare...

(P} C {true)

{false} C {O}

(true) (’; z é) (x=1)

IfO<x
{x <0} then z :=1 {y=2}

elsey =2



Tests d’ « enfumage »

frama-c -wp-smoke-tests

assume P

i

assert QO



Test d’ « enfumage » ou preuve ?

VC=Q = (Q OK Formule vraie

Unknown / Timeout 4

VCroke = 2 —> false

Probléme détecté

Ve EAry el Pas de garantie...
Unknown/Timeout « Test » passé |




Une méthode ancestrale : modifier, tester

ifO<x
{x <0} thenz :=1
else y =2

(if0 < x
Ix <0} |then skip
\else y =2

ifO<x
{x <0} then z :=1
else skip

ly =2}
Wy =2}
=2

Preuve OK

Programme correct

Preuve OK

L'instruction est non spécifiée !

Preuve Unknown

L'instruction a peu-étre un impact...



Une méthode ancestrale : modifier, tester

ifO<x
{x <0} thenz :=1
else y =2

(if0 < x
Ix <0} |then skip
\else y =2

ifO<x
{x <0} then z :=1
else skip

ly =2}
Wy =2}
y #2}

Preuve OK

Programme correct

Preuve OK

L'instruction est non spécifiée !

Test avecy =0 OK

L'instruction est spécifiée !



Dualite Test & Preuve

Programme initial IP}C{O} prouvé / testé / contre-exemple

L {P}C,{Q} non-prouvé / contre-exemple
Programme moditié

(en un point) ,
PG, ~0] prouvé / testé



Dualite Test & Preuve

{P}C{O}
Preuve : Vx,P(x) A x =X = QX)
Test : dx,P(x) A x > X" A QX)
Contre-exemple : 3%, P(x) A x = x’ A 20

Vi, Px) AN x = x' = -0



Matrice de couverture

Spécitications

Instructions

v Prouvé
v Testé
v Inatteignable

v Non-spécifié

v Incorrect



Matrice de couverture

Instructions

Spécitications

« Testez vos Preuves ! »

v Prouvé

v Testé

4
4
4

natteignable

Non-spécitié

ncorrect
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